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HIPAA COW  

Who’s Been Snooping in  
My Records? 

TODAY’S TOPICS 

█  METHODOLOGY AND POLICY 

FOR HIPAA-COMPLIANT AUDITS  

█  POTENTIAL BREACHES 

█  STANDARD EMPLOYEE POLICIES 

& EDUCATION TO DETER SNOOPING 

Life Cycle of a Violation 
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Learning of Potential 

Problems:  

How do audit results get to 

you? 

Methodology and Policy  

for conducting  

HIPAA-compliant audits 

What do you do with the 

audit results? 
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How do you figure out 

which audit results are 

breaches? 

Refresher on new HIPAA 

Breach Notification 

What do you do once 

you have identified it as 

a breach? 
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Sanction policies 

Training / Education 

Security Reminders 
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Do you consider prior 

snooping / breaches 

upon hiring? 

Nightmares/ War stories 

“A Potpourri Of Bad 

Excuses” 

1. I needed PHI regarding 

the high profile pt 

because I wanted to 

pray for him, with 

specificity. 

2. If you tell the patient I 

snooped, the patient will 

tell my husband who will 

beat me. 

3. We knew not to share 

PHI with the estranged 

mom, so I told the 

grandmother instead. 

4. I was just printing stuff 
for the lawyer of my 
husband, the patient. 

5. My wife did not like her 
physician so I looked in 
her record because I am 
also a physician.  

6. I had to repopulate my 
address book, so I 
looked up my co-
workers. 

7. Our colleague died, and 
we were sad, so we 
snooped to gain 
cathartic closure. 
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“Once Is Not Enough” 

In a five month period an 

employee accessed the 

records of more than 35 

co-workers, family 

members, and random 

patients for non-work 

related purposes.  

The employee stated that 

he was just concerned 

about these people and 

wanted to make sure they 

were okay.   

Chapter 2 

“Reading Out Loud” 

An employee disliked his 

supervisor and therefore 

snooped in the record 

when the supervisor had 

an embarrassing 

procedure and read it 

aloud to the rest of his 

coworkers. 

Chapter 2 

Snooping in Privacy 

Officer’s medical record  

Chapter 3 

2. Employee caught 

snooping…..in Privacy 

Officer’s record! 

“Bad Snooping 

Choices” 

1. Employee left a voice 

message on Corporate 

Compliance Officer’s 

home voice mail with PHI 

for a patient (not the 

CCO).  
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“A Tangled Web” 

Ted and Alice got a divorce 

but still live together.  Alice is 

dating Bob, who got a divorce 

from Carol.  Bob and Carol 

and Ted and Alice used to all 

be the best of friends.   

Bob and Ted each have other 

ex-wives who are co-workers 

with Alice and snooped in her 

record (and her kids records).  

Moreover, information about 

Alice was left on the voicemail 

where Bob heard it…. 

Alice sued the provider….  

Snooping in Privacy 

Officer’s medical record  

Chapter 3 Chapter 4 
Family Tree 

“The Famous Doctor 

Exception To HIPAA” 

A non-treating provider 

who accessed a 

behavioral health 

patient’s record “because 

I was worried”…and then 

hovered outside the 

locked unit hoping to 

deliver a card. 

Snooping in Privacy 

Officer’s medical record  

Chapter 3 Chapter 4 

“The Dog Ate My 

Homework” 

Students who take copies 

of records after being 

instructed not to and then 

turning them into class as 

presentations!   Yup….N

O de-identification. 

“Paper Can Get You In 

Trouble Too” 

Home care nurse was 

physically threatened in 

patient home and left 

quickly, unfortunately 

leaving a notebook with 

PHI behind.   Patient tried 

to hold it hostage to force 

continued care.    

Snooping in Privacy 

Officer’s medical record  

Chapter 4 

~ 
The End 

~ 
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