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Website Kozmo.com displayed on the Samsung SyncMaster 770TFT 

Nokia 3210 phone 

The Palm IIIxe 
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 Get policies and 
procedures written 

 

 Come up with 
HIPAA 101 training 

 

 Print notices of 
privacy practices 
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5 
Amazon.com displayed on Samsung’s Syncmaster 214T 

The  
Samsung 

S300 phone 

The BlackBerry 6210 (phone and PDA) 

 Hold straws 

 

 Choose straws 

 

 Person with short 
straw is designated 
as Security Officer 
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 Get policies and 
procedures written 

 

 Conduct Security 
101 Training 

 

 Create checklist of 
controls for “Risk 
Analysis” 
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 Other HIPAA issues 
(ICD-10) 

 Meaningful 
Use/EHR 
implementations 

 Health care reform 

 Treating patients 
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 Policies and 
procedures remain 
the same 

 Training remains 
the same 

 OCR investigates, 
matter is resolved, 
life goes on 

 Limited budget 
available for HIPAA  
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1. Breach Notification 
◦ Increased exposure for poor information 

security 

◦ Trigger for class action suits 

2. Increased Enforcement 
◦ Potential penalties have become huge 

◦ Small but growing minority of cases 
involve financial settlement 
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 Restriction for out-of-pocket services 

 Access to e-copy 

 Sale of PHI 

 New marketing restrictions 

 Changes breach notification standard 

 Student immunization records 

 Genetic information 

 Fundraising 

 Research 
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 EHRs/Meaningful use 

 Health information exchange 

 Patient portals 

 Use of personal devices 

 Cloud computing 

 Accountable care organizations 

 Social media 
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1: Understand  
Breach Notification 

14 

You should be 
less concerned 
with: 

And more 
concerned with: 
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16 

Theft, 316, 54% 

Unauthorized 

Access/ 

Disclosure, 117, 

20% 

Loss, 71, 12% 

Hacking/IT 

Incident, 42, 

7% 

Improper 

Disposal, 25, 

4% 

Unknown, 9, 

2% 

Other, 7, 1% 

It Isn’t Me … It’s You 

 

 Many large breaches are caused 
 by the business associate  
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Business 

Associate, 

129, 22% 

Covered 

Entity, 458, 

78% 
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Business 

Associate,  

12,241,194, 

56% 

Covered 

Entity,  

9,549,096, 

44% 

Breaches Have Consequence … 
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21 

“So began a nightmare that cost Mr. Tripathi’s small 

nonprofit health consultancy nearly $300,000 in 

legal, private investigation, credit monitoring and 

media consultancy fees. Not to mention 600 hours 

dealing with the fallout and the intangible cost of 

repairing the reputational damage that followed.” 

 
Nicole Perlroth, Digital Data on Patients Raises Risk of 

Breaches, N.Y. Times, Dec. 18, 2011 (relating to a stolen laptop 

containing unencrypted records of about 13,687 patients). 
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… Therefore, preventing breaches 
has significant return on investment 
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 Find the PHI: 
◦ Backup tapes 

◦ User-created PHI on workstations 

 

 Encrypt the PHI 
◦ Encrypting laptops is the beginning, not the end 

 

 Consider technology like data loss prevention 
◦ Can mitigate risks from bad actors 

◦ Can mitigate risks from inadvertent mistakes 
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2: Understand New World  
of Enforcement 

25 

26 

Administrative 

Resolutions,  

47,883, 61% 

Voluntary 

Corrective 

Actions,  

21,255, 27% 

No Violation,  

9,615, 12% 

Settlement/CMP,  

16 , 0% 

(April 2003 to Aug. 2013) 

Complaints 
Received: 85,239 

Complaints 
Resolved: 78,769 
(91%) 

 15 Settlements, 1 civil monetary 
penalty 

 Average settlement amount ~ 
$910,000 

 Average settlement’s corrective 
action plan is about 2.0 years 

 Some settlements also have involved 
FTC and 20-year monitoring 

 5 of 15 settlements include 
independent on-site monitoring 
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 Substantial majority of cases continue to 
have nonfinancial corrective action 

 Small but growing minority include financial 
settlement 

 Focus is shifting from corrective action plan 
to financial payment 

 Payment differs significantly based on size 
of entity 
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 Lack of risk analysis/risk management 

 Large breaches 

 Lack of evaluation of changes 

◦ Change to firewall 

◦ Change to online software 

 Improper disposal 

◦ Paper records 

◦ Copy machine hard drive 
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 Unencrypted mobile devices 

◦ Covered entity owned device 

◦ Personal device 

 Widespread snooping 

 Providing PHI to media 

 Improper disclosure for marketing 
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 Accurate and thorough risk analysis 

 Build security into system changes 

 Encrypt, encrypt, encrypt 

 Decisive corrective action 

 Culture of compliance: 

◦ Detailed policies 

◦ Robust training 

◦ Regular auditing 

◦ Consistent sanctions 
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3: Proactively Address  
New Tech Challenges 

32 

 How will you handle an onslaught of 
electronic requests?  

 What is the “medical record” when 
everything is connected? 

 How will HIE support new initiatives, such 
as ACOs? 

 How can sensitive information be 
segmented? 

33 



12 

 What information will be accessible 
through portal? 

 How will minors’ information be 
accessible? 

 How will you deny access when 
necessary? 

 How will you handle the amendment 
requests? 
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 What is your policy on personal 
devices? 

 What is the actual use of personal 
devices? 

 What is your workforce posting about 
patients? 

 How is your workforce using its 
camera phones? 
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 Create a long term HIE plan 
◦ Used for treatment now, but what about next year? 

 

 Workforce will do what works, despite 
policies, so find compliant technology 

 

 Create policies for what is permitted and not 
permitted 
◦ “I hate my patient” is not allowed 

◦ “I hate my boss” is allowed 
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4: Perform HIPAA Gap Analysis 
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 Do policies: 

◦ Satisfy “old HIPAA” 

◦ Address Omnibus Rule 

 Does training: 

◦ Reflect all significant compliance areas 

◦ Address past problem areas 

 Does documentation: 

◦ Demonstrate implementation 

◦ Demonstrate a culture of compliance 
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 A compliance program 
that: 
◦ Has all required policies and 

training 

◦ Builds privacy and security 
into operations 

◦ Addresses new challenges 
before they become 
problems 
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