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Daniel J. Weissburg, JD, CHC 

Compliance & Privacy Officer 

University of Wisconsin Hospital and Clinics 
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1. Leaders/Executives (300+ Managers, 
Directors, VPs) 
◦ Live/Video – put a face to it 

◦ Establish credentials and credibility 

◦ Have a theme or gimmick 

◦ Concede that Compliance is a pain 

◦ HIPAA COW Bonus: 3 minute snippet on revenue 
cycle compliance – too rich to pass up 
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2. Clinical Staff (20 nurses/20 faculty 
physicians + fellows + residents) 
◦ Live with lots of Q&A 

◦ Relate it to their world very pragmatically 

◦ Speak “clinician” short hand – they can spot a 
poseur 

◦ Empathize with and respect the audiance  

◦ Do they fear the Compliance & Privacy Officer? 
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3.  All Employees 
◦ Asynchronous Computer Based Training (CBT)– a 

very different learning experience 

◦ Very wide range of roles and comprehension levels 

◦ Make sure it is mandatory 

◦ Try very hard to get someone else to police 
completion 
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Dan Weissburg 
• UWHC Compliance and Privacy Officer since 

2007 

• Healthcare regulatory/compliance attorney since 

1991 

• Started in law firm practice in Washington, DC; 

then in Chicago 

• Creator and Editor-in-Chief of the CCH 

Healthcare Compliance Portfolio 

• White House Intern 

Who is this guy? 
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• “UWHC Leaders” 

– Managers 

– Directors 

– Vice Presidents 

– Senior Vice Presidents 

– CEO 

• People ideally positioned to spot compliance 

issues. 

• Role models for ethical behavior. 

Who are you? 

• We are here because we are directed to 

be here by two committees: 

– UWHC Compliance Executive Oversight 

Committee (VPs, SVPs and CEO) 

– Audit Committee of the UWHCA Board 

• “Annual Compliance 

Education for Leaders” 

Why are we here? 

Why do we have car keys? 

• Inconvenient 

• Easy to lose or forget 

• Expensive 

 

Car keys are a pain 

in the neck! 
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Imagine life with no car keys 

• Silly and untrustworthy 

people would be able to 

easily access your car. 

 

• Evil and nasty people 

would be able to easily 

access your car.  

Imagine life with no car keys 

Very bad things would happen 

Life without car keys would be bad 

• We don’t want silly or evil people driving at all 

and we really don’t want them driving our cars! 

• Car keys keep us safe, so we will deal with the 

expense, inefficiency and inconvenience of car 

keys. 

• It’s a balance:   

– We make the keys easy to use and unobtrusive as 

possible. 

– We make them durable, and if they break, or get lost 

we get you new keys fast. 
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Healthcare Compliance is like car keys 

• Let’s be blunt:  Compliance is an 

inconvenience, it costs money, and it takes 

time and energy. 

• Compliance is ethically appropriate and 

legally required. 

• Compliance is all about: 

– Protecting patients 

– Protecting the government’s (and other’s) 

money 

 

 

14 

 

Omitted for HIPAA COW 

 

• Stark 

• Antikickback 

• Open Payments 

 

Drivers Education: Privacy and Data 

Security 

• Protected Health Information (PHI) is used 

for “Treatment, Payment and Operations” 

• “Minimum Necessary” – all you need for 

your job, but not more 

• Security is key, but not specified by the 

law – risk analysis and reasonable policies 
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Three Recent Compliance Car Crashes 

#1 - Halifax Hospital Medical Center   

       (Daytona Beach, FL)  

– Tertiary care 

– 678 beds 

– $476.9 million annual revenue (2013) 

Crash #1 

Halifax Hospital Medical Center 

• Halifax admitted to violating the False Claims Act by 

submitting claims to the Medicare program that violated 

the Physician Self-Referral Law, commonly known as the 

Stark Law. 

• Halifax knowingly violated the Stark Law: 

– contracts with six medical oncologists that provided 

an incentive bonus that improperly included the 

value of prescription drugs and tests that the 

oncologists ordered and Halifax billed to Medicare. 

– paying three neurosurgeons more than the fair 

market value of their work. 

 

Crash #1 

Halifax Hospital Medical Center 

“Financial arrangements that compensate 

physicians for referrals encourage physicians to 

make decisions based on financial gain rather than 

patient needs.”  “The (Government) is committed 

to preventing illegal financial relationships that 

undermine the integrity of our public health 

programs.”  

  -Assistant Attorney General for the Justice   

 Department’s Civil Division Stuart F. Delery.  March 11, 

 2014 Press Release regarding Halifax Hospital Medical 

 Center Settlement. 
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Crash #1 

Halifax Hospital Medical Center 

• Pays $85 million.  

• Enters into a Corporate Integrity Agreement 

(CIA) with the Department of Health and Human 

Services Office of Inspector General (OIG). 

• Obligates Halifax to undertake substantial 

internal compliance reforms and to submit its 

federal health care program claims for 

independent review for the next five years. 

 

Crash #1 

Halifax Hospital Medical Center 

The settlement stemmed from a whistleblower 

complaint filed by an employee of Halifax 

Hospital, Elin Baklid-Kunz, pursuant to the qui 

tam provisions of the False Claims Act, which 

permit private persons to bring a lawsuit on 

behalf of the government and to share in the 

proceeds of the suit.  The Act also permits the 

government to intervene and take over the 

lawsuit, as it did in this case as to some of 

Baklid-Kunz’s allegations.  Baklid-Kunz received 

$20.8 million of the settlement.   

- United States ex rel. Baklid-Kunz v. Halifax Hospital Medical 

Center, et al., No. 09-cv-1002 (M.D. Fla.).   

 

 

 

 

Halifax Corporate Integrity Agreement 

• 5 years duration. 

• Regular reports to the OIG from: 

– OIG-approved Compliance Officer. 

– OIG-approved “Compliance Expert” to advise Board. 

– OIG-approved “Legal Independent Review 

Organization” (law firm). 

– Each Board member. 

– Each member of senior management (VP and up). 

• Within 30 days and annually thereafter, up to four hours 

of training on CIA requirements and compliance topics 

(including Stark)... 
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Management Certification (3x/year; 5 years) 

per Halifax Corporate Integrity Agreement 

“I have been trained on and understand the 

compliance requirements and responsibilities as they 

relate to [department], an area under my 

supervision.” 
 

“My job responsibilities include ensuring that the 

[department] remains compliant with all applicable 

Federal health care program requirements, 

obligations of the Corporate Integrity Agreement, and 

Halifax Policies and Procedures, and I have taken 

steps to promote such compliance.” 

Management Certification (3x/year; 5 years) 

per Halifax Corporate Integrity Agreement 

“To the best of my knowledge, except as otherwise 

described herein, the [department] of Halifax is in 

compliance with all applicable Federal health care 

program requirements and the obligations of the 

CIA.  
 

I understand that this certification is being provided 

to and relied upon by the United States.” 

    - Halifax Hospital 2014 Corporate Integrity Agreement 

 

 

What does all this mean? 

• Personal exposure for executives and board 

members. 

• Very high compliance program expense (for 5 

years). 

• Awful publicity. 

• Bond rating impact (Halifax dropped to Fitch 

BBB). 

• When one employee makes $20.8 million (and it 

is on the front page), who is next? 
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How do we avoid a  

car crash like Halifax Hospital? 

• We train our leaders (and all our staff) 

proactively on compliance issues, including 

conflict of interest issues (like Stark). 

• We have experienced healthcare attorneys and 

executives negotiating and reviewing our 

contracts. 

• We have a Compliance Program in place (and 

really hope the OIG will never find it necessary 

to impose one on us) 
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Omitted for HIPAA COW 

 

• UWHCA Board’s Restatement of 

Commitment to Compliance 

• Code of Conduct 

But we are UW Health……. 

• OK, Halifax sounds awful and we sure 

don’t want to be in a crash like that. 

• But we are an academic medical 

center/system. 

• We get the whole car key analogy, and 

you just told us that we have a good 

compliance program. 

How big is compliance 

risk to us….? 
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Crash #2 

New York Presbyterian Hospital/Columbia University 

College of Physicians and Surgeons 

• Columbia University College of 

Physicians and Surgeons: 

– 655 Students 

– $1.46 billion annual budget 

– $1.6 billion endowment 

– First MD graduate in 1769 

 

• New York Presbyterian Hospital: 

– 2,478 beds (six locations) 

– $4.3 billion annual revenue (2013) 

– 6th on America’s Best Hospitals  

  (U.S. News) 

 

 

 

Crash #2 

NY Presbyterian/Columbia 

• Physician had a personally-owned computer server on 

the network containing NYP patient PHI.   

• Due to a lack of technical safeguards, PHI was accessible 

on internet search engines, including Google.   

• An individual found the PHI of their deceased partner, a 

former patient of NYP, on the internet and complained. 

• Breach report to HHS – Office for Civil Rights (OCR) 

regarding the disclosure of the PHI of 6,800 individuals, 

including patient status, vital signs, medications, and 

laboratory results.  
 

 

 

 

Crash #2 

NY Presbyterian/Columbia 
• Neither entity: 

– made efforts prior to the breach to assure that the network 

was secure and that it contained appropriate software 

protections. 

– had conducted an accurate and thorough risk analysis that 

identified all systems that accessed PHI.   

– had developed an adequate risk management plan that 

addressed the potential threats and hazards to the security 

of PHI.   

• NYP failed to implement appropriate policies and 

procedures for authorizing access to its databases and 

failed to comply with its own policies on information 

access management. 
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Crash #2 

NY Presbyterian/Columbia 

• NYP and Columbia agreed to settle 

charges that they violated HIPAA   

• NYP paid $3.3 million 

• Columbia paid $1.5 million 

• Largest HIPAA settlement to date 

(May 2014) 

Crash #2 

NY Presbyterian/Columbia 

• Both NYP and Columbia agreed to a 3 year Corrective 

Action Plan, which includes: 

–  Undertaking a risk analysis 

–  Developing a risk management plan (submitted to     

the OCR for approval) 

–  Revising policies and procedures (submitted to the 

OCR for approval) 

–  Training staff (within 30 days and annually) 

–  Providing incident and annual progress reports to the 

OCR 

 

 

What does all this mean? 

• Deep violation of patient privacy 

• Massive reputational harm to both entities 

• High cost of privacy/data security 

compliance, on a compressed time table 
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How do we avoid a car crash like New 

York Presbyterian/Columbia? 

 

We didn’t 

Crash #3 

Unity Health Insurance and 

Business Associate 

• Unity Health Insurance contracted with a Business 

Associate for analysis of claims data (PHI) as part of 

a benefits program evaluation.  

• The Business Associate lost an unencrypted hard 

drive containing PHI of up to 41,437 Unity members. 

• PHI included Unity member number, date of birth, city 

of residence, name of drug, and date of service, if 

any. The hard drive did not contain the name, street 

address, Social Security Number, credit card, banking 

or financial information of any Unity member. 
 

 

Crash #3 

Unity Health Insurance and 

Business Associate 

• No evidence that the hard drive was stolen to gain access 

to PHI or that PHI was accessed or misused in any way. 

• Unity reported the breach to the OCR, notified each 

potentially impacted Unity member by letters mailed 

January 29, 2014 and prominently posted information on 

its website for 90 days. 

• Unity offered identity theft protection to affected members. 

• Both Unity and the Business Associate are undertaking 

comprehensive reviews of the incident and are instituting 

information and re-education initiatives to ensure that all 

employees protect member information at all times. 
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What does all this mean? 

• Frightened, angry patients 

• High cost of breach reporting/management 

• Reputational risk/damage 

• Time pressured process reviews and 

education 

• Possible governmental audits, etc. 

Guardrails for avoiding breakdowns in 

privacy/data security  

• Stay on the road by using good storage 

places (HealthLink, PACs, etc.) 

• Encrypt, Encrypt, Encrypt (this will save us 

if we end up in a ditch) 

• Never share passwords 

 

Driver’s Ed: Compliance Refresher  

Snoops, Blabs and Mix-ups 

• “Snoop” – unauthorized access of PHI 

• “Blab” – intentional unauthorized 

disclosure of PHI 

• “Mix-up” – accidental unauthorized 

disclosure of PHI 
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Snoop Case Study 

Be Good and Look Good 

• Ringo: 

– recently completed his annual 

UWHC compliance training. 

– His boss raises privacy 

compliance issues proactively 

several times each year at staff 

meetings. 

– heard another nurse got 

disciplined last month for 

snooping, and answered as 

follows: 

 

Ringo’s 100% perfect rock star answer 

“Hi Sreedevi.  Yes, I am a proud nurse at AFCH.  Betty Boykin (Benji’s 

mom) texted Wilma Buffett (little Jimmy’s mom) last night.  Wilma just told 

me that poor Benji has a lacerated H2SO4 and is out for the season.  

Benji just loved the big “get well soon” poster the kids made.  Of note, I 

have no information about Benji Boykin from my job at AFCH, and if 

I did, I could never share it with you because doing so is against the 

law, against UW Health polices which reflect that law, against 

medical ethics regarding patient privacy and would not be good 

manners.  Look, GOAL!!!!!!!” 

 

 

Be good and don’t snoop.  Also, look good and 

make it clear that while you have some information, 

you did not get it from snooping. 

“Mix-Ups” 

• A ”Mix-Up” is an accidental unauthorized 

disclosure of PHI. 

• Mix-Up Examples: 

– Lab results that have been mailed to the 

wrong patient. 

– After Visit Summary (AVS) switch (Patient A’s 

to Patient B; Patient B’s to Patient A). 
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“Mix-Ups” 

• What do we do when a Mix-Up happens? 

• Remediate it NOW, NOW, NOW: 

– Get the paper back or have the patient agree to 

shred it. Run to the parking lot. 

– Apologize to the patient(s).  We all make 

mistakes. 

– Tell the Compliance Department quickly, we will 

help you with next steps. 

– Account for the disclosure in the Medical 

record(s). 

 

Post Mix-Up 

• Why did the Mix-Up happen? 

– Pure human error?  It happens. 

– Repeat issues with a staff member?  Fix it. 

– Awkward work flow, prone to Mix-Ups?  Fix it. 

• The 79 cent fix: 

   Highlighters 

45 

 

Omitted for HIPAA COW 
 

• Compliance Communications Tools 

• Bad Driving: Compliance 

Communications Tools as Weapons 

• Driving Under the Influence: Impairment 

on the Job 

• Diversion of Narcotics 

• Owners Manual (summary) 
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Please complete the Post-Test! 

• Post-Test is required. 

• Link from the UWHC Compliance 

Department page or from the follow up 

email we just sent you. 

DRIVE SAFELY 

 

 

 (20 nurses/20 faculty physicians + fellows + 
residents) 
◦ Live with lots of Q&A 

◦ Relate it to their world very pragmatically 

◦ Speak “clinician” short hand – they can spot a 
poseur 

◦ Empathize with and respect the audience  

◦ Do they fear the Compliance & Privacy Officer? 
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Privacy:  Where We Are & 
What We Need to Do Next  

Daniel J. Weissburg, JD, CHC 
Compliance and Privacy Officer 
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Story #1:  Arnold 
• Arnold is a UWHC employee with access to 

Health Link. 
 

• Arnold had a romantic relationship with 
Zelda.  They broke up. 
 

• Arnold heard from a friend that Zelda had an 
HIV test at UWHC. 
 

• Arnold, who was NOT part of Zelda’s care 
team, looked up Zelda’s HIV test results. 

Story #1:  Arnold (continued) 

• Knowing that Zelda was now dating 
Anthony, Arnold told Anthony about Zelda’s 
HIV status.  
 

• Zelda, concerned that someone might be 
snooping, requested an audit of access to 
her medical record. 
 

• Arnold’s conduct was revealed via audit and 
investigation by the UWHC Privacy/Security 
Breach Investigation Team. 

 

Story #2:  Beth 

• Beth is a UWHC employee with access to 
Health Link. 
 

• Beth loves college football. 
 

• Beth saw one of her favorite players, 
Zachary, seriously hurt his knee in a game. 
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Story #2:  Beth (continued) 

• Beth was not part of Zachary’s care team, 
but was curious and concerned about 
Zachary. Beth used her Health Link ID to 
access information about the knee. 
 

• Beth did not tell anyone what she knew, but 
her snoop was detected by a VIP audit 
undertaken by the UWHC Privacy/Security 
Breach Investigation Team. 

 

Story #3:  Dr. Charlene 

• Dr. Charlene is member of UWHC medical 
staff and has access to Health Link.  
 

• Her husband, Ziggy, is a UW Health patient 
and has hypercholesterolemia. 
 

• For years, Dr. Charlene has looked in 
Ziggy’s medical record for his cholesterol 
level.  Ziggy has never completed the 
required written authorization to allow Dr. 
Charlene to do this.   

Story #3:  Dr. Charlene 
(continued) 

• In 2012, Charlene and Ziggy began 
experiencing marital difficulty.  Ziggy began 
taking antidepressant medications. 
 

• Charlene, accustomed to looking at her 
husband’s medical record, saw the 
antidepressants on Ziggy’s medication list. 
 

• In 2013, Ziggy and Charlene separated and 
began a legal dispute over custody of their 
children. 
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Story #3:  Dr. Charlene 
(continued) 

• Charlene told her divorce attorney that Ziggy 
“suffered from mental illness” and the 
attorney raised that issue at a custody 
hearing. 
 

• Surprised that his estranged wife know of his 
medications, Ziggy requested an audit of his 
UW Health medical record by the 
Privacy/Security Breach Investigation Team 
and Dr. Charlene’s snoop was revealed. 

 

Snooping  - Bottom Line 

• Snooping is wrong. 
• If you snoop, we will 

catch you. 
• When we catch you, 

you will be disciplined. 

• That will be bad. 

 

57 

 

Omitted for HIPAA COW 

 

• Statistics and trend for 

disciplined/terminated employees 
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Questions? 

 
Daniel J. Weissburg, JD, CHC 
       Compliance and Privacy Officer 

 
 

 

◦ Asynchronous Computer Based Training (CBT)– a 
very different learning experience 

◦ Very wide range of roles and comprehension levels 

◦ Make sure it is mandatory 

◦ Try very hard to get someone else to police 
completion 
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QUESTIONS? 
 

 

Daniel J. Weissburg, JD, CHC 

Compliance & Privacy Officer 

University of Wisconsin  

   Hospital and Clinics 


