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Absolutely no one… 
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 Jim – Moderator - security officer/lab analyst 
at Holy Family Memorial  in Manitowoc 

 Sarah – Compliance officer at Wheaton 
Franciscan 

 Bob - Co-founder and CTO at NaviLogic 

 Brian - Privacy and Security Officer, and 
Senior Risk Management & GRC Consultant at 
SVA Consulting 
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 A patient says to the nurse on duty that she 
thinks that a person who was visiting her 
took over the computer in her room and 
looked at her records. 

 

 What should the nurse do? 

 What would you do? 
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 Investigate to get the key information: 
◦ Who? 

◦ When? 

◦ Where? 

 Interview everybody involved 
◦ Patient 

◦ Nursing Staff 

◦ Accused Visitor 

◦ Other Visitors  
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 The visitor claims he hacked your system. 

 He indicated that he has access everywhere. 

 Now what? 

◦ Which logs should be reviewed?   

◦ Is there a list to work from? 

◦ Was there privilege escalation?  How would you 
find this? 

 Technical staff should be checking to be sure that 
they have what is needed.  

 Privacy/Compliance should be talking with their 
Technical people. 
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 What would you do if this happened to you… 

 

 This should be handled as a security incident 

 Follow a protocol to investigate 

 Know who all would need to be involved 

 Coach your people on how to respond! 

 

 Check out the new security incident response 
document on the HIPAA COW website for a 
sample protocol 
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 Local law enforcement contacts your 
compliance officer stating that there is 
evidence that identity theft is coming from 
your hospital 

 They have evidence including patient names 
whose identity may have been stolen from 
you. 

 Where do you start? 
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 Do they think someone hacked into our 
systems or could it have been one of our 
employees? 

 What do the patients have in common? 

 What logs should be reviewed? 
◦ Access to PHI 

◦ Firewalls 

◦ Server system logs 

◦ Other 
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 Ongoing proactive review of logs 

 Which ones are useful? 
◦ We need a report that will tell us if a person is 

accessing their backyard neighbor’s records… 

 How much time does it take? 

 How much of that time is really productive? 
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 We can log everything that happens on our 
systems 

 That means we collect a lot of useless data 

 Storage is cheap so we could save it all  

 The challenge would be finding useful 
information in the mountain of other stuff 

 That makes logging everything neither 
practical nor financially feasible. 
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 This could also be called “things I wish I had 
known when I was in the process of setting 
up our system” 

 Another truism: you cannot anticipate 
everything.  When you think you know 
everything the bad guys will do, they will find 
a different angle. 
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 What am I missing in terms of audit logs that 
I might need? 
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 What do compliance people need to ask IT?  
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 What do IT people need to ask compliance? 
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 How does this scale from a one provider 
practice to organizations the size of Aurora 
or Wheaton Franciscan?    
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http://hipaacow.org/
http://hipaacow.org/
http://hipaacow.org/
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 Do small practices know who to contact if 
there is a problem? 

 Are the logs turned on? 

 How can they be accessed if needed? 
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 When do we need to bring in consultants just 
because we cannot do everything? 

 

 What are your questions? 
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 Bad things can happen with systems 

 Logs can help you figure out the 
who/what/how that you need to know 

 

 

Thank you 
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