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Hackers are now pursuing healthcare’s vast 
amount of data. The first step to minimize 
cybersecurity risks is providing education to 
foster awareness. This presentation will 
examine top security concerns, drawing from 
the presenter’s experience helping others 
manage risk, and break down the cybersecurity 
threats, and leave participants with the 
knowledge they need to assess and respond to 
their risk.  
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 Understand what are the most threatening 
security trends for the healthcare industry today, 
as well as learn more details about recent breach 
incidents caused by such threats. 

 Describe strategies for mitigating risks 
associated with the common security issues that 
exist for healthcare provider organizations today 
and will be better prepared to respond to such an 
incident. 

 Evaluate the government’s response in 2016, 
including guidance, compliance audits and 
enforcement for non-compliance. 
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More than 98% of all processes are automated, more than 98% of all devices are 

networkable, more than 95% of all patient information is digitized, accountable 

care/patient engagement rely on it. The enterprise is critical to delivering healthcare. 

Any outage, corruption of data, loss of information risks patient safety and care. 
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   Hacktivism Crime   Insiders     Espionage    Terrorism   Warfare 

2009 - 2011 2012 2013* 2014 2015* 2016* 

BCBS Tennessee 
1.02M 

Stolen Hard Drives 

NYC Health & Hospitals 
1.7M 

Stolen Backup Tapes 

TRICARE 
4.9M 

Lost Backups 

Utah Dept. of Health 
780K 

Hacking 

Advocate Medical 
4.03M 

Computer Theft 

Boston Children 
Hacktivism 

Anonymous 

Community Health 
4.5M 

Hacking 

CareFirst 
1.1M 

Hacking 

Beacon Health 
225K 

Hacking 

AvMed 
1.2M 

Stolen Laptops 

Health Net 
1.9M 

Lost Hard Drives 

Nemours 
1.6M 

Lost Backups 

Emory 
315K 

Lost Backups 

Horizon BCBS 
840K 

Laptop Theft 

Montana Public 
Health 
1.3M 

Hacking 

Anthem 
BCBS 
80M 

Hacking 
Westchester 

Health 
Hacked 

Pro ISIS Group 

UCLA 
4.5M 

Hacking 

HPMC 
10 Days 
Hacking 

Titus 
Regional 
6 Days 

Hacking 

KS Heart 
Hacking 

Haley VA 
5 Days 

Hacking 
Premera         

BCBS 
11M 

Hacking 

From lost/stolen devices to hacking 
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 Cybercrime is expected to 
generate $600B in revenue in 
2016. 

 Trends in cybercrime all make 
cyber-criminals more effective 

◦ Cybercrime-as-a-service 
model* gives less technically-
savvy criminals access 

◦ Dark web marketplaces make 
“monetizing” stolen data as 
easy as buying on Amazon 

◦ Cybercriminals are adopting 
tactics previously only used by 
nation-state attackers 

 

$0

$10

$20

$30

$40

$50

$60

Credit Card SSN Email Account Medical Record

Sources: http://histalkmobile.com/2014-a-perfect-storm-for-data-breaches/ 
http://krebsonsecurity.com/2013/06/the-value-of-a-hacked-email-account/ 

A Bitcoin wallet, PGP 
for encrypted 
communication, and a 
TOR browser and you 
are in business… 
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*Source: Understanding Cyber Attackers and their Motives. FireEye.  

• First appeared around 2005 

• Two forms: Crypto ransomware (data) 
and Locker ransomware (system) 

• Sophisticated attacks use: 

- New asymmetric keys for each 
infection 

- Industrial strength & private/public 
key encryption 

- Privacy enabling services like TOR 
and bitcoins for payments 

• Indifferent to target, everyone is a 
target (home/business) 

• Malvertising, spam email, 
downloaders/botnets & social 
engineering 

 

 

The United States is the largest target 

worldwide by a huge margin. 

SOCs worldwide report as much as a 10X 

increase in ransomware attacks from 

December to January with no abatement.  

 Cyber espionage is being carried 
out by nation-state actors for 
political purposes 

◦ Large breaches such as Anthem, 
Premera, Community Health 
Systems, UCLA are suspected 
cases of espionage 

◦ A case example is the OPM 
intrusion presumed by a Chinese 
group that captured security 
clearance documents   

◦ But…they are also targeting 
industrial control systems that 
control and manage critical 
infrastructure 
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Attacking for a cause: 
• Anonymous hacked Boston 

Children’s in 2014 over a child 
parental rights case 

• GhostShell attacked several U.S. 
universities in 2015 leaking 
sensitive information 

• Anonymous hacked Hurley 
Medical Center in 2016 over the 
Flint Michigan water issue 

• Pro ISIS groups have hacked 
hospital websites 

 

Typically nation-state 
attack groups 
• “APTs are known for being 

highly sophisticated, using 
multiple vectors to attack a 
target network, and having 
unrelenting tenacity” 

• Many attacks go undetected 
for considerable periods of 
time, estimated 280 days on 
average    

• Phishing, zero day attacks, 
ransomware have increased 
dramatically in 2016 

 

“There is widespread agreement that advanced attacks 

are bypassing our traditional signature-based security 

controls and persisting undetected on our systems for 

extended periods of time. The threat is real. You are 

compromised; you just don’t know it.” – Gartner Inc. 

* Source: Understanding Cyber Attackers and their 
Motives. FireEye, 2015. 

• Educate and inform, ensure users know how to 
identify and avoid common threats 

• Remain current, refresh, harden, patch 
and manage system configurations with 
diligence 

• Employ layers, protections at the 
endpoint, network, file layers, etc. can 
make it more difficult for hackers 

• Deploy complimentary controls, use 
both signature or rule based solutions 
with heuristic solutions 

• Enhance detection, deploy NGFWs, 
malware filters, A/V filters, IDS/IPS, etc.   

• Prioritize contingency planning, back up 
everything, offline as well, practice 
incident response 

• Be ready, establish relationships, acquire 
tools 

• Be objective, use independent third 
parties to perform readiness audits, 
tests and assessments 

The United States is the largest target 

worldwide by a huge margin when it 

comes to advanced persistent threats. 
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December 2015 Ukrainian Power Grid Hacked 

• First came the spear phishing attack, then the 
command and control Trojan (Black Energy 3), then 
the Malware Killdisk and DropBear SSH Server that 
Hackers used to wipe servers and install a way to 
reconnect later. 

• Then came three hours of BLACKOUT that left 1.4M 
homes and businesses without power. 

• The question: Are we any better here in the U.S.? 

• The answer: NO! 

• Utility control systems are particularly vulnerable 
with more than 250 control system cyber incidents 
to date according to the DOE. 

• DHS has warned that multiple utility related 
systems have zero day attacks that could disrupt 
power. 

• 83% of 2,900 security professionals surveyed 
believe there will be another successful attack on 
the infrastructure in 2016. 

 

Project GridStrike: “Turns out free and 

publicly available information can be used 

to determine the most critical electric 

substations in the U.S., which if attacked, 

could result in a nationwide blackout.”  

May 2014 “There you are, I was tracking you.” 
• The taxi-hailing commuter platform Uber had 

two breaches in 2014 that weren’t reported until 
2015 gaining the ire of the New York SAG. 

• What they did:  

– First they allowed internal users access to riders PII 
and displayed it through a tracking system called 
“God View”.   

– Second they had a breach of their riders data base 
that permitted a third party access to 50,000 riders 
PII on GitHub. 

• The settlement requires Uber to employ 
encryption, better access controls and multi-
factor authentication. 

• MedStar just partnered with Uber to help patients 
not miss appointments. 
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• 93% feel vulnerable to insider 
threats 

• 59% worry about privileged 
users most 

• Contractors/service providers 
next biggest concern 

• 2010-2015 20% increase in 
ID/Med ID theft 

• 37% feel user awareness 
training is failing 

• Traditional audit methods are 
failing right and left  

 

• Vendors still account for nearly 

30% of our breaches 

• Need greater due diligence in 

vetting vendors 

• Security requirements in 

contracting should be SLA based 

• Particular attention to cloud, 

SaaS, infrastructure support, 

critical service providers 

• Life cycle approach to data 

protection 

• Detailed breach and termination 

provisions 

• 2010 successful hacks of an 
insulin pump & ICD. 

• 2013 DHS tested 300 devices 
from 40 vendors. ALL failed. 

• 2014 Multiple variants of a 
popular blood pump hacked. 

• 2015 MedJack hack shows 
vulnerability of network from 
medical devices. 

• 2015 FDA recalls Hospira 
pumps due to cybersecurity 
vulnerability  

“Yes, Terrorists could 
have stopped Dick 
Cheney’s heart.” 

 – The Washington Post  

 In 2016 we are no 

closer… 
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• 430 Million new unique malware 

identified in 2015 

• 3.4 million BotNets identified  

• 20-40% of recipients in phishing 

exercises fall for scam 

• Most prevalent types of attacks that 

could impact healthcare: DDOS, 

ransomware, Wiper Attacks, data theft, 

financial theft, data manipulation and 

destructive attacks 

• 90% of the time hackers rely on bugs 

that have been around since 2002 

• EOL systems still prevalent in healthcare 

networks 

• Ransomware attacks have increased 

from 3K/Mo to 4K/day since Dec. 2015 

“Healthcare IT Security: you have 
a bad reputation. When it gets 

down to healthcare there is 
always a little chuckle about how 

bad they are.” 

 - Richard Clarke, former White House 

Cybersecurity Czar  

• Virtually every device connected to 
the network is now a target; smart 
TVs, Appliances, Games, HVAC, etc 

• Adoption is way up, and not slowing 
down 

• Sharing lab results, locating another 
physician for a consult, sharing 
radiology images, updating staff on 
patient condition, getting direction 
for treatment, transmitting trauma 
information to EDs, prescribing or 
placing orders 

• Jan. 2016 Arxan test of 126 
healthcare apps finds 95% susceptible 
to hacks that could lead to privacy 
violations, data theft as well as device 
tampering and safety issues 

 

• Global fraud loss is 3.7 trillion 

• Healthcare directed attacks have 

increased more than 20% per year  

- 20% fraud in workplace 

- 25% lie to insurers 

- 36% living beyond their means 

- 27% in financial difficulty 

- 19% close to vendors 

• Identity theft incidents are rising 

and becoming more costly. 

- Hackers exploiting systems 

- Malware with directed 

payloads 

- Phishing for the “big” ones 
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• 57% of data breaches reported to 

OCR due to loss or theft of devices  

• 1 in 4 houses is burglarized, a B&E 

happens every 9 minutes, more than 

20,000 laptops left in airports 

• First rule of security: no one is 

immune 

• 29 million records exposed 2010-13 

• Over 100 million records exposed in 

2015 

• 6 – 10%: the average shrinkage rate 

for mobile devices 

• Typical asset inventories are off by 

60% 

“That’s a big number because 
it’s meant to drive home the 
point that unencrypted laptops 
and mobile devices pose 
significant risk to the security 
of patient information.”            

– Sue McAndrew, OCR 

 

• HC CISOs gave themselves an 

average maturity rating of 

4.35 on a scale of 1-7. 

• Missing critical technologies 

to fight today’s threats. 

• More than half spend less 

than 3% of their IT budget on 

protecting data. 

• Almost half have a full-time 

CISO or information security 

manager. 
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Healthcare must think and act 
differently when it comes to data 

security and privacy. 
 

Security is the ceiling.  

Leadership are the walls 
that bring security and 
compliance together. 

Compliance is the floor. 

Debunking the myth of certifications – they don’t equal security. 

Questions? 

ClydeHewitt 

clyde.hewitt@cynergistek.com 

512.405.8550x7016 


