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 These power point slides, along with the 
remarks of Mr. Kruley, are intended to be 
purely informational and informal in 
nature.  Nothing in the slides or in Mr. 
Kruley’s statements are intended to 
represent or reflect the official 
interpretation or position of the Department 
of Health and Human Services, or the Office 
for Civil Rights. 
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 Section 1557 of the ACA 

 

 HIPAA Questions and Answers 

 

 New and Upcoming OCR Guidance 
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 Section 1557 is the FIRST Federal civil rights law to broadly prohibit 
sex discrimination in health programs and activities.   
 

 Under Section 1557, sex discrimination includes discrimination based 
on an individual’s sex, including gender identity and sex 
stereotypes.   

 
 Section 1557 prohibits discriminatory marketing practices and benefit 

designs in health insurance and other health care coverage. 
 

 Section 1557 applies to health programs and activities that receive 
Federal funds, including issuers that participate in the Marketplaces; 
the Health Insurance Marketplaces; and health programs conducted 
by HHS.  

 
 

 

 All health programs and activities that receive Federal financial 
assistance (FFA) from HHS 
 
 Examples include hospitals, health clinics, physicians’ practices, community health 

centers, nursing homes, State Medicaid agencies, etc.  FFA includes grants, 
property, Medicaid, Medicare Parts A, C and D payments, and tax credits and cost-
sharing subsidies under Title I of the ACA.  

 
 All health programs and activities administered by Title I entities 

(State-based and Federally-facilitated Health Insurance 
Marketplaces) 
 

 All health programs and activities administered by HHS (e.g., Centers 
for Medicare & Medicaid Services, Health Resources and Services 
Administration, etc.) 
 
NOTE:  Where an entity is principally engaged in health services or health coverage, all of the entity’s 

operations are considered part of the health program or activity, and must be in compliance with Section 1557. 
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Under Section 1557, a covered entity may not: 
 
 Segregate, delay or deny services or benefits based on an 

individual’s race, color or national origin. 
 

 Deny, cancel, limit, or refuse to issue or renew an insurance policy; 
deny or limit coverage of a claim; impose additional cost sharing or 
other limitations or restrictions; or employ marketing practices or 
benefit designs that discriminate on the basis of race, color or 
national origin.  
 

 Delay or deny effective language assistance services to individuals 
with limited English proficiency (LEP) based on their national origin. 
 

• Under Section 1557, a covered entity must: 
 

 Take reasonable steps to provide meaningful access for individuals 
with LEP 
 

 Post a notice of individuals’ rights providing information about 
communication assistance for individuals with limited English 
proficiency, among other information. 
 

 Post taglines in the top 15 languages spoken by individuals with LEP 
in the relevant state that indicate the availability of language 
assistance. 
 

• While not a requirement under Section 1557, covered entities are 
encouraged to develop and implement a language access plan to 
ensure they are prepared to take reasonable steps to provide 
meaningful access to each individual with LEP who may require 
assistance. 

 

Under Section 1557, covered entities must:  
 
 Make all health programs and activities provided through electronic 

and information technology accessible to individuals with disabilities. 
 

 Make reasonable changes to policies, practices and procedures 
where necessary to provide equal access for individuals with 
disabilities. 
 

 Ensure newly constructed and altered facilities are physically 
accessible to individuals with disabilities.   
 

 Provide appropriate auxiliary aids and services, including sign 
language interpreters 
 

 Post a notice of individuals’ rights providing information about 
communication assistance for individuals with disabilities 
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Under Section 1557, covered entities may not on the basis of a disability: 
 
 Exclude, delay or deny services or benefits.  

 
 Deny, cancel, limit or refuse to issue or renew an insurance policy. 

 
 Deny or limit coverage of a claim or impose additional cost sharing or 

other limitations or restrictions. 
 

 Employ marketing practices or benefit designs that discriminate 
against individuals with disabilities.  

Under Section 1557, covered entities must: 
 

 Provide equal access to health care and insurance coverage 
regardless of an individual’s sex, including gender identity and sex 
stereotypes.   
 

 Treat individuals consistent with their gender identity, including with 
respect to access to facilities.  
 

Covered entities may not deny, cancel, limit or refuse to issue or renew 
an insurance policy; deny or limit coverage of a claim; impose additional 
cost sharing or other limitations or restrictions; or employ marketing 
practices or benefit designs that discriminate on the basis of sex. 

 
 

• Under Section 1557, discrimination on the basis of sex includes: 
 
 Denials or limitations of necessary medical services because an 

individual who is seeking such services identifies as belonging to a 
different gender than the gender for which the services are ordinarily 
available. 
 

 Categorical exclusions or limitations in coverage for all health care 
services related to gender transition. 
 

• Sex-specific health programs are allowed only where the programs 
are substantially related to an important health-related or scientific 
objective. 
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 A breach is, generally, an impermissible use or 
disclosure under the Privacy Rule that compromises 
the security or privacy of the PHI.  An 
impermissible use or disclosure of PHI is presumed 
to be a breach unless the covered entity or 
business associate, as applicable, demonstrates 
that there is a low probability that the PHI has been 
compromised based on a risk assessment of at 
least the following factors: 
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 (1) The nature and extent of the PHI involved, 
including the types of identifiers and the likelihood 
of re-identification; 

 (2) The unauthorized person who used the PHI or 
to whom the disclosure was made; 

 (3) Whether the PHI was actually acquired or 
viewed; and 

 (4) The extent to which the risk to the PHI has been 
mitigated. 
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 The final exception applies if the CE or BA has a 
good faith belief that the unauthorized person to 
whom the impermissible disclosure was made, 
would not have been able to retain the information. 

 

 CE/BA should attempt to mitigate the risks to PHI 
◦ Obtain satisfactory assurances that information will not be 

further used or disclosed (Confidentiality agreement or 
similar) 

◦ Or will be destroyed 

18 
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 (1) An individual has a right to receive an accounting of 
disclosures of PHI made by a covered entity in the six years 
prior to the date on which the accounting is requested, 
except for disclosures: 
◦ (i) To carry out treatment, payment and health care operations as provided in § 164.506; 

◦ (ii) To individuals of PHI about them as provided in § 164.502; 

◦ (iii) Incident to a use or disclosure otherwise permitted or required 
by this subpart, as provided in § 164.502; 

◦ (iv) Pursuant to an authorization as provided in § 164.508; 

◦ (v) For the facility's directory or to persons involved in the individual's care or other notification 
purposes as provided in § 164.510; 

◦ (vi) For national security or intelligence purposes as provided in § 164.512(k)(2); 

◦ (vii) To correctional institutions or law enforcement officials as provided in § 164.512(k)(5); 

◦ (viii) As part of a limited data set in accordance with § 164.514(e); or 

◦ (ix) That occurred prior to the compliance date for the covered entity. 
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 Whether or not the breach is reportable to the individual or 
HHS, covered entities and business associates are still 
required to record impermissible disclosures in their 
accounting of disclosure logs as required by 164.528. 

 4 Factor Breach Assessment  
◦ The log must record the date of the disclosure; name and address of the 

entity who received the PHI; a brief description of the PHI disclosed; and a 
brief statement of the reason for the disclosure. (45 CFR 164.528(b)). If 
requested, the covered entity must disclose the log to the individual or the 
individual’s personal representative within 60 days. (Id. at 164.528(c)). 

21 
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 A covered entity may use or disclose PHI as 
permitted or required by the Privacy Rule and, 
subject to certain conditions, the Rule typically 
permits uses and disclosures for litigation, whether 
for judicial or administrative proceedings, under 
particular provisions for judicial and administrative 
proceedings set forth at 45 CFR 164.512(e), or as 
part of the covered entity’s health care operations, 
45 CFR 164.506(a).  

23 

 Depending on the context, a covered entity’s use or 
disclosure of PHI in the course of litigation also may be 
permitted under a number of other provisions of the Rule, 
including uses or disclosures that are: 
◦ A required by law (as when the court has ordered certain disclosures),   

◦ for a proceeding before a health oversight agency (as in a contested 
licensing revocation),  

◦ for payment purposes (as in a collection action on an unpaid claim), or  

◦ with the individual’s written 

 

 Where a covered entity is a party to a legal proceeding, such 
as a plaintiff or defendant, the covered entity may use or 
disclose protected health information for purposes of the 
litigation as part of its health care operations.  

24 
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 Where the covered entity is not a party to the 
proceeding, the covered entity may disclose 
protected health information for the litigation in 
response to a court order, subpoena, discovery 
request, or other lawful process, provided the 
applicable requirements of 45 CFR 164.512(e) for 
disclosures for judicial and administrative 
proceedings are met. 

 The covered entity, however, must make 
reasonable efforts to limit such uses and 
disclosures to the minimum necessary to 
accomplish the intended purpose.  
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 Under 45 CFR § 164.522, individuals have the right 
to request additional restrictions on the use or 
disclosure of protected health information for 
treatment, payment, or health care operations 
purposes.  

 Under the Omnibus Regulations, the CE must agree 
to an individual’s request to restrict the disclosure 
of PHI to the individual’s health plan if: 

27 
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 PHI pertains solely to health care for which the 
individual (or a person on behalf of individual other 
than the health plan) has paid the CE in full, out-
of-pocket; and 

 The disclosure is not required by other law. 
◦ The CE is encouraged, but not required, to notify 

downstream providers of the restriction 

◦ The Preamble to the Omnibus Regulations contained in the 
January 25, 2013 issue of the Federal Register provides 
guidance on the scope of the restriction and other potential 
implementation issues, including a number of illustrative, 
hypothetical cases. 

28 

29 

 HIPAA and FTC Act 

 Cloud Computing 

 New FAQ on Availability of PHI Maintained by a 
Business Associate 

 Patient Safety Work Product and Providers’ External 
Obligations 

 Clarification of Permissible Fees for Right to Access 
 3rd Party/Attorney Access requests w/Subpoena (coming 

soon) 

 Who is A Covered Entity? (coming soon) 

 Family Members (coming soon) 
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