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 These power point slides, along with the 
remarks of Mr. Kruley, are intended to be 
purely informational and informal in 
nature.  Nothing in the slides or in Mr. 
Kruley’s statements are intended to 
represent or reflect the official 
interpretation or position of the Department 
of Health and Human Services, or the Office 
for Civil Rights. 
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 OCR HIPAA Enforcement Actions Since 
June 2013 

 New OCR HIPAA Rules, Guidance, and 
Tools  

 OCR Resources 
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 During this period, OCR entered into 
Resolution Agreements with five covered 
entities.  

 The five entities also paid resolution amounts 
in settlement of civil money penalties (CMP) 
that OCR might otherwise have assessed. 

 Those payments were $2,143,400 in the 
aggregate.  
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 Parkview, an Indiana entity,  took custody of medical records 
for 5000 to 8000 patients from a retiring physician who 
wanted to transition her patients to new providers. Parkview 
was considering the possibility of purchasing a portion of the 
physician’s practice. 

 Subsequently, with notice that the physician would not be at 
home, Parkview left 71 bankers boxes of medical records 
unattended in the driveway of the physician’s home within 20 
feet of a public road and a short distance from a heavily 
trafficked public shopping venue.  

 While transferring the records back to the retired physician, 
Parkview failed to take adequate steps to properly protect the 
PHI of the doctor’s patients.  
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 The Anchorage Community Mental Health Services (ACMHS), a 
five-facility, nonprofit organization providing behavioral 
health services, reported a breach of unsecured e-PHI 
affecting 2743 individuals due to malware compromising the 
security of its IT resources. 

 In its investigation, OCR determined that ACMHS had adopted 
sample Security Rule policies and procedures in 2005, but 
had not adhered to them. In addition, ACMHS had not done 
even a rudimentary risk analysis and had failed to update its 
IT resources with available patches. ACMHS had also used 
outdated, unsupported software. 

 ACMHS paid a resolution amount of $150,000, changed its 
policies and procedures, and agreed to submit reports to OCR 
for two years.   
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 Cornell Prescription Pharmacy agreed to pay $125,000 and adopt 
a corrective action plan to address deficiencies in its HIPAA 
compliance program.  Cornell is a small, single-location 
pharmacy that provides in-store and prescription services to 
patients in Denver, specializing in compounded medications and 
services for hospice care agencies in the area.  

 OCR opened a compliance review after receiving an email from a 
Denver news outlet regarding the disposal of unsecured 
documents containing the protected health information (PHI) of 
1,610 patients in an unlocked, open container of Cornell 
Pharmacy’s premises. The documents were not shredded and 
contained identifiable information regarding specific patients.  

 The corrective action plan requires Cornell to develop and 
implement a comprehensive set of policies and procedures to 
comply with the Privacy Rule, and to develop and provide staff 
training.  
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 On August 29, 2012, OCR received notification from Cancer Care 
regarding a breach of unsecured ePHI after a laptop bag was stolen from 
an employee’s car.  The bag contained the employee’s computer and 
unencrypted backup media, which contained the names, addresses, 
dates of birth, Social Security numbers, insurance information and 
clinical information of approximately 55,000 current and former Cancer 
Care patients. 

 OCR’s subsequent investigation found that, prior to the breach, Cancer 
Care was in widespread non-compliance with the HIPAA Security Rule.  It 
had not conducted an enterprise-wide risk analysis when the breach 
occurred in July 2012. Further, Cancer Care did not have in place a 
written policy specific to the removal of hardware and electronic media 
containing ePHI into and out of its facilities, even though this was 
common practice within the organization. 

 OCR found that these two issues, in particular, contributed to the 
breach, as an enterprise-wide risk analysis could have identified the 
removal of unencrypted backup media as an area of significant risk to 
Cancer Care’s ePHI, and a comprehensive device and media control 
policy could have provided employees with direction in regard to their 
responsibilities when removing devices containing ePHI from the facility. 
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 On November 16, 2012, OCR received a complaint alleging 
noncompliance with the HIPAA Rules by SEMC workforce members. 
Specifically, the complaint alleged that workforce members used an 
internet-based document sharing application to store documents 
containing ePHI of at least 498 individuals without having analyzed the 
risks associated with such a practice. 

 OCR’s investigation determined that SEMC failed to timely identify and 
respond to the known security incident, mitigate the harmful effects of 
the security incident, and document the security incident and its 
outcome. 
◦ Separately, on August 25, 2014, SEMC submitted notification to HHS OCR regarding a 

breach of unsecured ePHI stored on a former SEMC workforce member’s personal 
laptop and USB flash drive, affecting 595 individuals. 

 In addition to the settlement amount, which takes into consideration the 
circumstances of the complaint and breach, the size of the entity, and 
the type of PHI disclosed, the agreement includes a corrective action 
plan to cure gaps in the organization’s HIPAA compliance program 
raised by both the complaint and the breach.  
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 The Privacy and Security Rule apply to all aspects of a covered 
entity’s operations, including potential business expansion 
when other providers’ records come into the covered entity’s 
possession. 

 Risk analysis have to be undertaken and the findings 
addressed.  

 There is a duty to keep up with the technology, at least to the 
extent of using readily available patches and supportable 
software. 

 Protecting paper PHI still matters.  

 Train heavily and stringently implement security policies. 

 ENCRYPT, ENCRYPT, ENCRYPT. 
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September 2009 through February 27, 2015 
 

 Approximately 1,144 reports involving a breach 
of PHI affecting 500 or more individuals 
◦ Theft and Loss are 60% of large breaches 

◦ Laptops and other portable storage devices account for 32% of 
large breaches 

◦ Paper records are 22% of large breaches 

 

 Approximately 157,000+ reports of breaches of 
PHI affecting less than 500 individuals 
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Theft 

51% 

Loss 

9% Unauthorized 

Access/Disclosure 

19% 

Hacking/IT 

7% 

Improper Disposal 

4% Other 

9% 

Unknown 

1% 
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Paper Records 

22% 

Desktop 

Computer 

12% 

Laptop 

21% Portable 

Electronic 

Device 

11% 

Network 

Server 

12% 

Email 

7% 

EMR 

4% 
Other 

11% 

Appropriate Safeguards Prevent Breaches 

 Evaluate the risk to e-PHI when at rest on removable 
media, mobile devices and computer hard drives 

 Take reasonable and appropriate measures to safeguard 
e-PHI 

◦ Store all e-PHI to a network  

◦ Encrypt data stored on portable/movable devices & 
media 

◦ Employ a remote device wipe to remove data when 
lost or stolen  

◦ Consider appropriate data backup 

◦ Train workforce members on how to effectively 
safeguard data and timely report security incidents 
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 OCR has begun to confirm contact 
information for the entities it has chosen for 
the second round of compliance audits. (The 
first round was conducted in 2012.) 

 Additional information about the compliance 
audits is forthcoming and will be posted on 
the OCR website. 
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 Joint Rulemaking 
 Centers for Medicare and Medicaid Services (CMS) 

– Amended Clinical Laboratory Improvement 
Amendment Act of 1988 (CLIA) regulations to 
allow laboratories to give patients direct access 
to completed test results 

 OCR – Amended HIPAA right to access to remove 
exemption for CLIA labs 
◦ Individual has right to get copy of test reports directly 

from labs 
◦ Access obligations on labs same as for other CEs 
◦ Individual can still go through physician to obtain test 

results 

 Dates 
◦ Published February 6, 2014 
◦ Effective April 7, 2014 
◦ Compliance Required By October 6, 2014 

 On January 13, 2013, OCR issued a letter to health care providers throughout 
the country reminding them that the Privacy Rule permitted disclosures of an 
individual’s PHI when the provider had a good faith reason to fear that the 

individual intended imminent harm to himself or others. See 45 C.F.R. 
164.512(j).   

 On April 23, 2013, OCR published an Advanced Notice of Proposed Rulemaking 
in the Federal Register seeking public input on how to remove barriers that 

states currently face under HIPAA in reporting such concerns, without 
discouraging individuals from seeking necessary mental health services. OCR 
received over 2000 comments.  

 On January 7, 2014, OCR published a proposed rule in the Federal Register. It 
allows states and certain CEs greater flexibility than was permitted previously in 
reporting to the National Instant Criminal Background Check System (NICS) 
minimum necessary identifying information about individuals who have been 
involuntarily committed or otherwise found by a lawful authority to be a threat 
to themselves or others. 

 The comment period expired in March, 2014.  

 As of May, 2015, the final rule is at the Office of Management and Budget, 
awaiting final clearance. No date has been set for its issuance.  

20 

 In September 2014, OCR issued guidance for 
covered entities in implementing the United States 
Supreme Court’s 2013 decision in United States v. 
Windsor in which the Court held Section 3 of the 
Defense of Marriage Act to be unconstitutional.  

 The Guidance clarifies the definition of family 
member in the Privacy Rule. 45 CFR 160.103. Both 
spouse and marriage are included in that 
definition.   
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 The Guidance makes clear that the term “spouse” 
includes individuals who are in a legally valid 
same-sex marriage sanctioned by a state, territory, 
or foreign jurisdiction. 

 The term “marriage” includes both opposite-sex 
and same-sex marriages.  

 The term “family member” includes dependents of 
both opposite-sex and same-sex marriages.   
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 The Guidance is especially relevant to covered 
entity’s implementation of 45 CFR 164.510(b) 
which allows for disclosures of an individual’s PHI 
to family members in various circumstances.  

 It also applies to the provision in 45 CFR 
164.502(a)(5)(i) which bars health plans from using 
or disclosing genetic information for underwriting 
purposes.  
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 In November 2014, OCR issued informal guidance, 
in the form of a bulletin, regarding the ways in 
which covered entities and their business 
associates could share PHI in emergency situations, 
such as the Ebola outbreak, as well as the 
continuing duties to protect the privacy of patient 
information even in emergency situations.  

 The bulletin largely focused on public health 
activities under the Privacy Rule.  

 A link to the bulletin can be found on the OCR 
HIPAA home page. www.hhs.gov/ocr/hipaa.  
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 In April 2015, OCR issued guidance on privacy issues 
arising from workplace wellness programs.  

 Given the increasing prevalence of wellness programs 
that are offered as part of group health plans, which are 
covered entities under the HIPAA Rules, OCR addressed 
the applicability of the nondiscrimination provisions of 
the HIPAA statute and implementing regulations issued 
by the Departments of Labor, Treasury, and HHS to 
employer wellness programs. 
◦ BOTTOM LINE:  Where a workplace wellness program is offered 

through a group health plan, protections should be in place 
under HIPAA with respect to access by the employer as plan 
sponsor to individually identifiable health information about 
participants in the program. 

 

 An Advanced Notice of Proposed Rulemaking 
will be issued to solicit views on ways in 
which an individual who is harmed by an 
offense punishable under HIPAA may receive 
a percentage of any CMP or monetary 
settlement collected. 

 More guidance is forthcoming on topics 
including cloud computing. 

 Development of a portal to enable 
stakeholders to effectively communicate with 
OCR about issues on which they would like 
additional guidance.  
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 Notice in the form of a booklet;  
 

 A layered notice that presents a 
summary of the information on the 
first page, followed by the full 
content on the following pages;  
 

 A notice with the design elements 
found in the booklet, but formatted 
for full page presentation.  
 

 A text only version of the notice; 
 

 Different versions for plans and 
health care providers. 
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http://www.hhs.gov/ocr/privacy/hipaa/modelnotices.html 
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The HIPAA Omnibus Rule 
https://www.youtube.com/watch?v=m
X-QL9PoePU 

New OCR Resource Center at Medscape.org 

http://www.medscape.org/sites/advances/patients-rights 

Video Programs 

module imbedded into 

page for dynamic 

interest 

OCR Educational Links, 

Including Mobile Device 

Content 
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The goal of this activity is to describe steps in 

analyzing and managing risks related to the 

security of protected health information 

The goal of this activity is to describe steps 

healthcare practices should take to assess and 

improve the security of protected health 

information on mobile devices. 

 
http://www.medscape.org/viewarticle/810568 

http://www.medscape.org/viewarticle/810563 

 

Posting Date: 9/13/13 

 

 13,969 Total Learners 

 28,518 Total Page Views 

 7,657 MD Learners 

 3,627 Nurse Learners 

 252 Pharmacist Learners 

 586 Physician Assistants 

 1,847 (Other HCP’s) 

 3,378 MD Test Takers  

 836.50 Credits 
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Your New Rights Under HIPAA 

-  Consumers 

https://www.youtube.com/watch?v

=3-wV23_E4eQ 

Over 262,000 views since 

September 4, 2013 

Visit us at http://www.youtube.com/USGovHHSOCR 

http://www.medscape.org/viewarticle/810568
http://www.medscape.org/viewarticle/810563
http://www.medscape.org/viewarticle/810568
https://www.youtube.com/watch?v=3-wV23_E4eQ
https://www.youtube.com/watch?v=3-wV23_E4eQ
https://www.youtube.com/watch?v=3-wV23_E4eQ
https://www.youtube.com/watch?v=3-wV23_E4eQ
http://www.youtube.com/USGovHHSOCR
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Your Health Information, Your Rights 

116,291  Views  

The Right to Access  

Your Health Information 

84,909 Views 

EHRs: Privacy and Security 

5,645 Views 

Explaining the Notice of Privacy Practices 

124,888 Views 

Su Informacion de Salud,  

Sus Derechos 

503,898 Views 

Treatment, Payment and  

Health Care Operations 

77,967 Views 

Communicating with 

Friends and Family 

97,428 Views 

1,840,997 TOTAL VIEWS FROM FEB 16 2012 to JAN 30, 2013 

HIPAA Security Rule 

291,263 Views 

Visit us at http://www.youtube.com/USGovHHSOCR 

Your New Rights Under HIPAA 

264,781  Views  

The HIPAA Omnibus Rule 

273,927  Views  

 Andrew C. Kruley 
◦ Acting Supervisory Investigator 

 Office for Civil Rights – Midwest Region 

 United States Department of Health and 
Human Services 

 233 North Michigan Avenue – Suite 240 

 Chicago, Illinois 60601 

 312-886-5888 

 Andrew.Kruley@hhs.gov  
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