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Mark Chickering, PMP, CPHIMS 

Wayne Pierce, C|CISO 

 Based out of Central WI with Hospitals in the UP of 
Michigan. 
◦ 8 Hospitals (6 CAH); 32 Clinics; 13 Assisted Living 

Facilities/Nursing Homes/Senior Apartment Communities 
 

 Founding member of AboutHealth. 
 

 A health plan (Aspirus Arise). 
 

 A few years ago every hospital, except one, had 
their own IT department with a different reporting 
structure and different standards. 

 Why we did it. 
 

 Risk Management Strategy 
 

 Who is it for? 
 

 How did we get here? 
 

 Demo 
 

 Where do we think we  
are going? 
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 Information Security was viewed as the only group 
responsible for information risk management. 
 

 We need a corporate culture that understands, 
supports and reinforces information risk 
management. 
 

 We lacked a consistent way to  
communicate risk to stakeholders  
without burying them in risk  
assessment reports. 

 HITRUST 
◦ Performed at each facility by an external party to look at 

overall compliance with regulations and contracts. 
 

 Clearwater Compliance 
◦ Overlaps with HITRUST in some areas but  

can be done per-system and can be more  
specific for a given application or system. 
 

 Risk Scorecard 
◦ Some overlap with Clearwater but  

helps people understand their role in  
our risk management strategy. 

Risk Scorecard 

Clearwater 

Compliance 

HITRUST 

 IT Department 
◦ Focuses attention on which risks to address first and where 

we have gaps. 
 

 IT Governance 
◦ Areas where resources are needed such as a project or 

budget in addition to acceptance of risk. 
 

 Corporate Compliance 
◦ Tracking how we are doing compared to our policies. 

 

 Board Audit Committee 
◦ Awareness of our major risks and review of what we are 

tracking. 
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 “First they ignore you” 
◦ Summary: Educated guess for discussion, refined with IT 

Management input. Stalking meetings for comments about apps 
not listed, new upgrades or major projects. 
 

◦ Plateau: The amount of data to go  

through and the unknown quality. 
 

◦ Acceptance: What makes this different  

from past efforts? Concerns that we were  
not going to stick with this. 
 

◦ Training: Open houses and working sessions; we took attendance 

for later reference. The concept was shared during orientation 
meetings for non-IT management. 

 

 “…then they laugh at you” 
◦ Summary: Focusing in on data collection for the scorecard and 

educating people on expectations. 
 

◦ Plateau: People that showed up for the open  

house got it and started working on their scores;  
others wrote us off. 
 

◦ Acceptance: The people in IT who are go-getters  

saw the value right away. We struggled to get  
IT Management to explicitly back this. 
 

◦ Training: We continued having 1:1 trainings around changes and 

upgrades. Additional meetings were held with IT Management. 
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 “Then they fight you” 
◦ Summary: The first public version was released and a lot of work 

was spent communicating and educating people. 
 

◦ Plateau: Some of the people who had been ignoring us started 

complaining about the length of documentation, the amount of 
work and that this was “just another piece of documentation.” 
 

◦ Acceptance: People outside of IT who were shown  

the scorecard got it and loved the idea of knowing  
the risk of systems they were dependent upon. 
 

◦ Training: 1:1 training with people outside of IT; normally 

department Directors and key technical staff from operational 
units. 

 

 “and they fight you some more” 
◦ Summary: We added a Sparkline to show trends for each system 

and communicated that we will measure Data Classification and 
System Criticality next month. 
 

◦ Plateau: To mitigate the people who were fighting this, we added 

more visual indicators on the main tab. This included the 
Sparklines so people could see which applications made no 
improvement. 
 

◦ Acceptance: IT Governance liked the Scorecard  
because they had been making budget and project  
decisions without knowing this information before. 
 

◦ Training: Began having 1:1 meetings with members of IT  

  Governance. 

 

 “…they keep fighting” 
◦ Summary: Based upon feedback from members of IT Governance 

the following fields were added: 
 Never Events; Type of Risk; Description 
 Systems were also grouped by their risk tolerance. 

 

◦ Plateau: Even the early adopters seemed to just  

stop caring because we changed the Scorecard  
measurement; even though we told them this would  
happen. 
 

◦ Acceptance: IT Governance is completely in support of the 

Scorecard. 
 

◦ Training: A lot of 1:1 meetings to discuss System Criticality and 

 Data Classification. Met with Finance department to give them 
   an overview of the Scorecard. 
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 “then you win.” 
◦ Summary: More systems added, teams defined for  

each system and overall risk trend graph created.  
Analysts finally started to understand and see value  
out of this 
 Many long-standing operational issues have started to  

be sorted out, both in IT and between IT and operations. 
 

◦ Plateau: None yet… 
 

◦ Acceptance: Ongoing, starting to have more focused discussions 

with units that manage their own stuff, such as Facilities. 
 

◦ Training: The most effective thing we have found is 1:1 meetings 
and those continue. Training was provided to Corporate 
 Compliance; they were sent the file for the first time. 

 

 Risk Scorecard 
 

 Application Datasheet 
 

 Data Classification/System Criticality 

 Multiple Risk Scorecards 
◦ Medical devices 
◦ Regional Scorecards to measure things other than 

applications 
 If there is a malware event at a regional facility, they get points; this will 

be reported to the CEO for that facility and compared against his peers. 
 

 Integrating this with our Vendor Engagement 
process 
◦ This is being developed to address technical  

risk, contract and purchasing concerns  
relating to vendors. 
 

 Incorporating Value at Risk to help with  
  loss forecasting. 


