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Agenda 

Cybersecurity in Health 

Risk – What your executives 

understand 

Conducting a Risk Analysis 

Creating a risk based 

message 

• Cyber risks are ever increasing in a world with no 

boundaries and no rules 

• Growing regulatory and government focus 

• Acute cost and competitive pressure 

• Technology developing in leaps and bounds, 

especially as our clients move toward the “Internet of 

Things” 

• Increased erosion of perimeter from third parties, 

social media and personal devices  

• Extended supply chain means links to smaller 

business partners 

• Sensitive data access to offshore partners 

• Rising level and sophistication of external threats 

• Risk outpacing organizations’ ability to keep up 
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• Healthcare represented the highest percentage of breaches in Gemalto’s 2016 

Breach Level Index report 

• The number of breaches in Healthcare rose 63% according to a TrapX Labs report 

cited in Infosecurity Magazine 

1 January 2014 

Top attack methods from 2016 
Verizon Data Breach Investigation 
Report: 

 

• #1 Hacking: Attacking 
vulnerabilities in a companies 
network.  Primarily through 
internet facing applications 

• #2 Malware: Installing malicious 
code such as a keystroke logger 
or ransomware 

• #3 Social: Using social 
engineering to get humans to 
allow access.  Example: Calling a 
Help Desk of a company and 
convincing agent to reset a 
password or give an ID 

► Phishing is the primary technique being used for malware and social attacks.  Hackers send emails that 
impersonate realistic scenarios to get a user to click on a link or attachment containing infected code, or get 
them to enter user name and password.  
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A Serious Issue 

64%  
of Chairs think that their 

Board colleagues take 

cyber risk  

VERY seriously 

Changing Ownership and accountability 

When asked who is the ultimate owner of Cyber risk for their 

company, Audit Committee Chairs responded with a variety of roles, 

but with a trend towards the Board, where 2 years ago 75% of 

companies viewed this wholly as a CIO responsibility 

Now a Business Risk 

56%  
of respondents said that 

their strategic risk register 

includes a cyber risk 

category 

Cyber Savvy Boards …  

Most Chairs think that their Board 

colleagues are qualified, to some 

extent, to manage innovation and 

risk in a digital age 

 … but more cyber training 

 is required  

75% of respondents had not undertaken any 

cyber or information security training in the 

past 12 months and 80% of respondents said 

none of their Board colleagues had 

undertaken any either 

20% 28% 25% 

CEO CFO CIO 

27% 

Other 

From the EY Center for Board Matters 

Key risk management principles …applied to cyber risk 

Focus on what matters most 
Must align to your unique business and risk 
culture 

Measure and report 
Include qualitative statements and quantitative 
measures 

Comprehensive in nature 
Should cover all risk types, current and forward 
looking 

Allocation of risk appetite 
Allocation of risk appetite to business units and 
risk types 

Integrate with business planning 
Regulators are increasingly looking for evidence 

Know your critical information assets 
Identify critical business assets most vulnerable to 
cyber attacks 

Make cyber risk more tangible 
Clearly define cyber risk and underlying metrics 

Align with existing risk frameworks 
NIST Cybersecurity Framework, ISO 27001 

Make cyber risk relevant to the business 
Link organizational-level risks to individual BUs and 
their information assets 

Embed risk appetite in investment decisions 
Must align to your unique business and risk culture 

This is where most 
organizations fail: 

Focussing on a ‘one size fits 
all’ controls program without 
making fact-based decisions 
about risks and investments  

► the real threats faced 

► assets that matter 
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PHI Asset Inventory 

Identify Threats 

Control Effectiveness and Vulnerabilities 

Risks 

Plan of Action and Milestones 
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Free resource:  HIMSS Privacy & Security Toolkit: 

 http://www.himss.org/library/healthcare-privacy-security/toolkit 
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1. Risk impact is business impact, not technical or 

compliance 

 

2. Understand and communicate trade-offs (i.e. don’t 

propose a $1M project to mitigate $100k of risk) 

 

3. Help executives prioritize what matters most 
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# Residual Risk

R1

Breach of ePHI due to 

employees’ or 

contractors’ unauthorized 

viewing of medical 

records

R2

Breach of ePHI due to 

loss or theft of electronic 

media

R3

Breach of ePHI due to 

malicious outsiders’ 

actions

R4

Unauthorized modification 

or deletion of ePHI due to 

malicious insiders or 

outsiders

R5

Loss of ePHI availability 

for an extended period of 

time due to natural or 

man-made disasters

R3

R4
R5

R1, 

R2

• Get business buy-in/agreement on risk rankings 

• Formalize a cybersecurity steering committee that includes business 

leaders  
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