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Cybersecurity Must be a Board Priority
BUT

Why?
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1. It is Dec 14 2017,  time for the annual board update
2. 3 months ago, a major credit agency suffered a 

breach from web app vulnerability 
3. Your company’s merger efforts are in trouble, costing 

millions more than anticipated, stock price down 15% 
last quarter, up 20% for year

4. Re-imaging of machines due to ransomware is 
running 15% a month

5. Fraud is about $150K/quarter, mainly wire fraud 
($28B capital assets)

6. Big 4 assessment indicated 2.7 program maturity on 
5pt scale

7. Oh… you are presenting  What are you going to say? 
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APPENDIX

Source: The CISO’s Handbook – Presenting to the Board, Forrester 2013



4/14/2018

5

Source: The CISO’s Handbook – Presenting to the Board, Forrester 2013

KEY TAKEWAYS
1. Use Analogies to explain 
complicated concepts
2. Understand the business 
goal-why is the CISO in the 
room?
3. Are we secure? Peers-Trends-
Gaps-how to fill

National Association of Corporate Directors (NACD)

Principle 1 Directors need to understand and 
approach cybersecurity as an 
enterprisewide risk management issue, 
not just an IT issue. 

Principle 2 Directors should understand the legal 
implications of cyber risks as they relate 
to their company’s specific 
circumstances. 

Principle 3 Boards should have adequate access to 
cybersecurity expertise, and discussions 
about cyber-risk management should be 
given regular and adequate time on the 
board meeting agenda.

Source: Cyber-Risk Oversight Executive Summary, Director’s Handbook Series 2014 Edition 
(National Association of Corporate Directors (NACD) in collaboration with AIG and Internet 
Security Alliance (ISA) 

5 PRINCIPLES FOR THE BOARD 
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National Association of Corporate Directors (NACD)

Principle 4 Directors should set the expectation that 
management will establish an 
enterprisewide cyber-risk management 
framework.

Principle 5 Board-management discussion of cyber 
risks should include identification of 
which risks to avoid, which to accept, 
and which to mitigate or transfer through 
insurance, as well as specific plans 
associated with each approach.

Source: Cyber-Risk Oversight Executive Summary, Director’s Handbook Series 2014 Edition (National Association of 
Corporate Directors (NACD) in collaboration with AIG and Internet Security Alliance (ISA) 

5 PRINCIPLES FOR THE BOARD 

National Association of Corporate Directors (NACD)
Principle 1 Directors need to understand and approach cybersecurity as an enterprisewide risk 

management issue, not just an IT issue. 

Principle 2 Directors should understand the legal implications of cyber risks as they relate to their 
company’s specific circumstances. 

Principle 3 Boards should have adequate access to cybersecurity expertise, and discussions about 
cyber-risk management should be given regular and adequate time on the board meeting 
agenda.

Principle 4 Directors should set the expectation that management will establish an enterprisewide 
cyber-risk management framework.

Principle 5 Board-management discussion of cyber risks should include identification of which risks to 
avoid, which to accept, and which to mitigate or transfer through insurance, as well as 
specific plans associated with each approach.

Source: Cyber-Risk Oversight Executive Summary, Director’s Handbook Series 2014 Edition (National Association of 
Corporate Directors (NACD) in collaboration with AIG and Internet Security Alliance (ISA) 

5 PRINCIPLES FOR THE BOARD 

KEY TAKEWAYS
1. Enterprise-wide risk 
management
2. How are you managing risk? 
Framework?
3. How is risk being mitigated, 
avoided, accepted, transferred?
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Source: Cyber Balance Sheet: The 2017 Report by Focal Point Data Risk

Source: Cyber Balance Sheet: The 2017 Report by Focal Point Data Risk

KEY TAKEWAYS
1. Risk posture most important to the board, 
not so much to the CISO
2. Compliance maturity, incidents are 
important to CISO and Board
3. CISOs need to spend more time on peer 
benchmarks
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Source: Cyber Balance Sheet: The 2017 Report by Focal Point Data Risk

Source: Cyber Balance Sheet: The 2017 Report by Focal Point Data Risk

KEY TAKEWAYS
1. Must be ‘business relevant’, talk 
about ‘who would target us and 
why’, avoid security jargon
2. Credibility-share good news 
and bad and what you don’t know
3. Share a story, don’t drown them 
in metrics, talk in $$$ where 
possible (have available if asked)
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METRICS

State of security 
in comparison 

with 
competition

Open business 
critical risks

No of critical 
incidents 

reported to 
media/regulatory 

agency

Loss/Downtime 
due security 

incidents

Compliance 
status

Budget

Key security 
initiative 

performance 
status

State of security 
in comparison 

with the 
competition

Source: CISO Platform: Information Security Metrics for the Board

METRICS

State of security 
in comparison 

with 
competition

Open business 
critical risks

No of critical 
incidents 

reported to 
media/regulatory 

agency

Loss/Downtime 
due security 

incidents

Compliance 
status

Budget

Key security 
initiative 

performance 
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State of security 
in comparison 

with the 
competition

Source: CISO Platform: Information Security Metrics for the Board

KEY TAKEWAYS
1. Compare with peers, industry, 
maturity status, risks
2. Share incidents
3. Talk $$$ - budgets, cost of 
downtime
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Source: RSA 2017 John Pescatore Presentation

Source: RSA 2017 John Pescatore Presentation

KEY TAKEWAYS
1. Efficiency – managing costs down
2. Effectiveness – oriented towards new 
business ops, new trends, threats, technology
3. Sustainability of the business is the goal
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KEY TAKEWAYS
1. Determine how security is viewed by 
the rest of the organization, be relentless 
in demonstrating business value
2. Engagement starts below the board 
level and works up one level at a time
3. Need to validate risks before taking to 
the board
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Source: The CISO’s Handbook – Presenting to the Board, Forrester 2013

Source: The CISO’s Handbook – Presenting to the Board, Forrester 2013

KEY TAKEWAYS
1. Establish and communicate 3 lines of 
defenses (control oversight, assurance, 
audit) 
2. Position board with their responsibility
3. Communicates clear organizational 
governance
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Source: The CISO’s Handbook – Presenting to the Board, Forrester 2013

Source: The CISO’s Handbook – Presenting to the Board, Forrester 2013

KEY TAKEWAYS
1. Communicate trends – invite regulators, 
government bodies, peers to present at add 
credibility
2. Communicate plan progress with a simple 
framework, deviation from industry standards
3. Explain the ‘ideal’ maturity level – risk 
appetite= difference from perfection and reality
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Having outlined the board’s responsibilities regarding cybersecurity, there are also some questions it should consider that may help prepare for discussions with 
management and internal audit. For simplicity and brevity, each question outlines suggested action items.
1. Does the organization use a security framework?  

Action 1 ISO 27001 (The old British Standard BS 7799), NIST 800-53 (U.S. Federal Government comprehensive framework). COBIT framework (Governance, Risk, 
and Control) 
Action 2 HIPAA or HITRUST (for health-care industry) 
Action 3 PCI-DSS for credit card acceptance (retail industry, finance industry)  

2. What are the top five risks the organization has related to cybersecurity?
The potential areas of risks are:  
Action 4 Proliferation of BYOD and smart devices 
Action 5 Cloud computing 
Action 6 Outsourcing of critical business processes to a third party (and lack of controls around third-party services) 
Action 7 Disaster recovery and business continuity 
Action 8 Periodic access reviews 
Action 9 Log reviews
Advanced persistent threats
3. How are employees made aware of their role related to cybersecurity?
The organization should have a security awareness training program, and each employee should be required to review the training and pass the test annually. The CEO 
(or other top executive) must communicate the importance of safeguarding the organization’s critical assets.
4. Are external and internal threats considered when planning cybersecurity program activities? 
Although external incidents tend to receive more media exposure, the likelihood of an internal incident causing a major cyber incident is actually greater than the 
external threat.
5. How is security governance managed within the organization? Understanding the three lines of defense as they relate to the organization is important. There can be a 
gray area of security governance between the CISO and internal audit. It is important for the board to understand how the governance activities of the CISO complement 
those of internal audit.   
6. In the event of a serious breach, has management developed a robust response protocol?
The potential areas are: 
Action 10 Incident response program 
Action 11 Crisis management program 
Action 12 Crisis management team and their responsibilities

SIX QUESTIONS THE BOARD SHOULD ASK

Source: CYBERSECURITY What the Board of Directors Needs To Ask, IIARF Research Report,  ISACA 2014
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KEY TAKEWAYS
1. What are the top 5 risks related to 
cybersecurity? 
2. What are the actions in place to address 
these risks?
3. Are internal and external threats being 
examined?
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Question # 1: Is There an Information Security Framework in Place?
The purpose of this question is to ensure that an information security program is based on an 
industry recognized standard. Use of a framework ensures adequacy of controls, which is 
more valuable than trying to understand all technical controls, which is just not possible.

A framework helps the board with ensuring effectiveness of controls as well, through the 
process of internal/external audit. Thus, use of a framework ensures "due diligence" on part 
of the board while insulating the board from changes in CISOs (personalities), companies or 
technologies.

In my current role, I am using the NIST Cybersecurity Framework. HIPAA regulations refer to 
NIST for guidance, so we generally use NIST where applicable. Also, NIST CSF's core security 
functions - identify, protect, detect, respond and recover - make intuitive sense to non-
technical audiences as well. Some other common security frameworks are COBIT and ISO 27K. 
They all map to one another, so you can use any one and still be able to map to other 
frameworks.
Question # 2: What is the Scope and Methodology of Risk Assessment?
All security frameworks require a risk assessment to be in place. However, common problems 
with risk assessments are that they either lack a holistic scope or do not follow a standard 
methodology. For example, the scope of risk assessment may not include vendors, suppliers 
or biomedical devices. Results from such a risk assessment cannot offer a 360-degree risk view 
and may constitute as "willful neglect" on part of the board.
So, the board has to make sure that the scope is holistic. Ensuring a standard risk assessment 
methodology allows the board to see how the risk is trending on an ongoing basis. And 
together with a well-defined scope, this will allow the board to properly execute their 
"advisory and risk oversight" responsibility.
For our purpose, we use the NIST 800-30 Risk Management Guide, which has a nine-step risk 
assessment methodology. Other security frameworks such as ISO 27K also have corresponding 
risk assessment methodologies, and I would recommend picking a risk assessment 
methodology tied to the same framework.

Question # 3: How Do You Measure the Maturity of Processes That Make Up the InfoSec 
Program?
A CISO is a subject matter expert and should be expected to understand cyber risk better than 
anyone else in the organization. This question allows a CISO flexibility to highlight key security 
processes, which may be more relevant to the business, from his or her perspective. It also 
encourages a CISO to explain an information 
security program in terms of business-aligned security processes, rather than technology, 
which can get complex and cause the board to shy away from discussing cybersecurity.
The question also gives CISOs an opportunity to leverage existing business process 
improvement methodologies, such as Six Sigma and Lean, for process maturity. And there is a 
good chance that the board is already familiar with such methodologies. CISOs should also be 
encouraged to include investments made or needed to improve process maturity. This 
permits the board to see return on security investment, in line with their "fiduciary 
responsibility."
I have carved my information security program into six high-level security processes: threat 
management, which includes security monitoring, incident response, vulnerability 
management and patch management; security operations; security architecture; risk 
management, which includes risk assessment; policy lifecycle; and security awareness. I also 
use COBIT 5 for process modelling and maturity assessments.

Question # 4: What Are We Doing to Respond to a Particular Threat That's Making 
Headlines?
This is an open-ended question that provides an opportunity for both the board and the CISO 
to discuss threats trending in the media or threats that were previously unknown. For 
example, this question can facilitate a discussion on advanced persistent threats, including 
some of the cyberattacks we've been seeing.
The focus on "response" in the question is also an acknowledgement from the board that 
anyone can be compromised by a determined adversary, and the CISO needs to focus on 
response and recovery, as much as detection and prevention.
© 2014 Information Security Media Group, Corp. www.bankinfosecurity.com Toll Free: (800) 
944-0401
I have used this question to facilitate a discussion on advanced persistent threats, and our 
company's ability to handle breaches such as those that hit Sony, Target, Anthem and others, 
or the ransomware attacks that are causing havoc in the healthcare industry. 
Ultimately, these four questions are designed to allow a board to actually understand if the 
organization is secure and also compare their cybersecurity posture with other companies.

4 Questions the Board Must Ask Its CISO

Source: The Expert’s View with Vikrant Arora, CISO for Dspecial Surgery Hospital, banksecurity.com, 8/16
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KEY TAKEWAYS
1. Is the risk assessment holistic? Does it include 
vendors, suppliers– if not, could be ‘willful neglect’
2. Carve program into security processes vs 
technology – such as threat management, incident 
response, vulnerability and patch management, 
security operations, security architecture, and risk 
management
3. Discuss how we would respond to an incident to 
educate the board that anyone could be vulnerable
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Research Results: Area of Focus 
 15% report mostly on specific project status 
 20% are discussing Compliance Audits 
 25% are talking about Incident Response capabilities 
 49% are reporting on Vulnerability Management
 6% report on “Volume of Spam Blocked” 
 12% report no metrics to their Board 
 Also responded w/ “lost laptops/iPads” and “website 
blocking” 
 Many CISOs grasp for topics to connect with their Boards

Source: RSA Presentation (2015) The CISO Reporting Project, Rapid7
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KEY TAKEWAYS
1. 49% reporting on vulnerabilities to board, 
followed by 25% on incident response
2. Many CISOs grasp for topics to connect 
with the boards!!!
3. Do we think the board cares about lost 
laptops and website blocking?
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Source: RSA Translating Security Leadership Into Board Value

Source: RSA Translating Security Leadership Into Board Value

KEY TAKEWAYS
1. Transparency on security risks new 
innovations carry
2. Prioritize assets, create common risk 
appetite with the board to fuel business 
growth and innovation
3. Implement security reporting discipline 
and engagement between CISO and board
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Competing demands, and an outdated understanding of the threats, crowd 
out the security discussion. With so much at risk, why are C-level executives 
and their boards reluctant to tackle cybersecurity? Reasons vary by 
organization, but most are rooted in these significant obstacles: •A crowded 
agenda  Cybersecurity is just one of many pressing issues demanding board-
level engagement, particularly in a time of ongoing economic volatility. 
•The IT silo  Cybersecurity has traditionally been thought of as an IT issue that 
focuses on protecting the IT systems that process and store information, 
rather than on the strategic value of the information itself. 
•“Not our problem” Cybersecurity has been seen as a significant problem only 
in select sectors such as the military or financial services. But if your sector 
relies on digital data to operate and compete, your information and IT systems 
are worthy of appropriate risk management. 
•Difficult to gauge Unlike many types of organizational risk, cyber 
threats are hard to predict, making the risks and potential impact difficult to 
gauge. Senior leaders may feel they lack the expertise necessary to make 
enterprise-wide decisions or may be wary of being pulled too deeply into 
technical processes. 
•Invisible pay-off In the face of competing demands for scarce resources, it 
can be hard for executive leadership to invest money, people and time in the 
unknown and unpredictable rather than in shareholder deliverables or more 
obvious needs.
•Wrong priorities Organizations have overinvested in preventative controls at 
the expense of detect/ response capability. 
Cybercrime 

WHY SECURITY GETS SIDELINED BY THE BOARD

Source: Cyber Program Management: Identifying ways to get ahead of cybercrime, EY 2014
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KEY TAKEWAYS
1. Crowded board agenda, invisible payoff vs 
shareholder deliverables
2. “Not our problem” outside of military and 
financial services
3. Overinvested in wrong priorities 
(preventative controls vs detect/response)
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KEY TAKEWAYS
Can the security framework respond 
to these issues? 
Regulatory Risk
Geopolitical shocks
Reputation Risk
Control failures
Information Risk
Expansion in emerging markets
Reshaping the business
Shared services centers
IP and data security
Acquisitions and integration
Hitting the headlines

PONEMON AND THE BOARD – 3 QUESTIONS 

1. Is the CISO viewed as worthy 
of the board’s attention

2. Does the CISO have a relevant and 
insightful message for the board?

3. Does the board understand 
the cybersecurity risks and 

support the security program for 
the company
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You have 5 minutes to explain why you are relevant to the business and define your organization’s risk 
posture…ready…set…GO!!!
This week I presented for the first time at Ignite. If you are not familiar with the format you have 5 minutes and 20 
slides that automatically advance every 15 seconds. Creating the presentation is a challenge, as you have to abstract 
salient points and deliver the message clearly and quickly. At Tripwire there has been a lot of discussion about making 
the CISO relevant to the business and it made me wonder what if CISOs had to use the Ignite format to present to the 
board?
In the old model CISOs would report to the CIO, the reporting would usually be technical in nature and focus on the 
status of projects. However, as security is becoming more important in the overall risk posture of organizations, 
boards are becoming more interested hearing directly from security executives, which requires a different level of 
communication that CISO/CSOs may not be used to presenting.
Here are a few tips that can help CSOs when presenting to the board:
1.Keep It Relevant to the Business: The board does not want to hear about, tactics, security architecture, or 
operational issues, they want to simply understand the organization’s risk posture and topics related to compliance 
and anything that could affect the organization’s bottom line.
2.Keep the Language Simple: Boards are generally not comprised of technical people, so be sure to remove overly 
technical terms and concepts from the language you use without being condescending.
3.Metrics: Boards understand numbers. Focus on key metrics and facts. Provide the information in rich graphics that 
can be easily printed and understood.
4.Be Ready for Questions: The Board may not be technical, but they are smart and will ask tough questions that you 
will need to be prepared to answer. You are the expert and “I don’t know” is not an option at this level.
5.Listen: Just as important as the questions the board asks, will be their reactions, what information they are 
interested in and what can you highlight next time. This is also an opportunity to understand initiatives that may 
affect your projects, from acquisition of other companies to reduction in staff and budget issues, for example

Source: https://www.tripwire.com/state-of-security/risk-based-security-for-executives/risk-management/lessons-from-ignite-5-tips-for-cisos-presenting-to-the-board/

KEY TAKEWAYS
1. Risk Posture – Not tactics, security 
architecture, operational issues 
2. Be ready for questions – board expects you 
as the expert to know the answers
3. Listen to their reactions- highlight next time
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boards are becoming more interested hearing directly from security executives, which requires a different level of 
communication that CISO/CSOs may not be used to presenting.
Here are a few tips that can help CSOs when presenting to the board:
1.Keep It Relevant to the Business: The board does not want to hear about, tactics, security architecture, or 
operational issues, they want to simply understand the organization’s risk posture and topics related to compliance 
and anything that could affect the organization’s bottom line.
2.Keep the Language Simple: Boards are generally not comprised of technical people, so be sure to remove overly 
technical terms and concepts from the language you use without being condescending.
3.Metrics: Boards understand numbers. Focus on key metrics and facts. Provide the information in rich graphics that 
can be easily printed and understood.
4.Be Ready for Questions: The Board may not be technical, but they are smart and will ask tough questions that you 
will need to be prepared to answer. You are the expert and “I don’t know” is not an option at this level.
5.Listen: Just as important as the questions the board asks, will be their reactions, what information they are 
interested in and what can you highlight next time. This is also an opportunity to understand initiatives that may 
affect your projects, from acquisition of other companies to reduction in staff and budget issues, for example

Source: https://www.tripwire.com/state-of-security/risk-based-security-for-executives/risk-management/lessons-from-ignite-5-tips-for-cisos-presenting-to-the-board/
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KEY TAKEWAYS (1 of 2)
1. Use Analogies to explain complicated concepts
2. Understand the business goal-why is the CISO 
in the room?
3. Are we secure? Peers-Trends-Gaps-how to fill
4. Enterprise-wide risk management
5. How are you managing risk? Framework?
6. How is risk being mitigated, avoided, 
accepted, transferred?
7. Risk posture most important to the board, not 
so much to the CISO
8. Compliance maturity, incidents are important 
to CISO and Board
9. Must be ‘business relevant’, talk about ‘who 
would target us and why’, avoid security jargon
10. Credibility-share good news and bad and 
what you don’t know
11. Share a story, don’t drown them in metrics, 
talk in $$$ where possible (have available if 
asked)
12. Compare with peers, industry, maturity 
status, risks

13. Share incidents

14. Talk $$$ - budgets, costs of downtime
15.Efficiency – managing costs down
16. Effectiveness – oriented towards new business 
ops, new trends, threats, technology
17. Determine how security is viewed by the rest 
of the organization, be relentless in demonstrating 
business value
18. Engagement starts below the board level and 
works up one level at a time
19. Need to validate risks before taking to the 
board
20. Establish and communicate 3 lines of defenses 
(control oversight, assurance, audit) 
21. Position board with their responsibility
22. Communicates clear organizational 
governance
23. Communicate trends – invite regulators, 
government bodies, peers to present at add 
credibility
24. Communicate plan progress with a simple 
framework, deviation from industry standards
25. Explain the ‘ideal’ maturity level – risk 
appetite= difference from perfection and reality

KEY TAKEWAYS (2 of 2)
26. What are the top 5 risks related to cybersecurity? 
27. What are the actions in place to address these 
risks?
28. Are internal and external threats being examined?
29. Is the risk assessment holistic? Does it include 
vendors, suppliers– if not, could be ‘willful neglect’
30. Carve program into security processes vs 
technology – such as threat management, incident 
response, vulnerability and patch management, 
security operations, security architecture, and risk 
management
31. Discuss how we would respond to an incident to 
educate the board that anyone could be vulnerable
32. 49% reporting on vulnerabilities to board, followed 
by 25% on incident response
33. Many CISOs grasp for topics to connect with the 
boards!!!
34. Do we think the board cares about lost laptops and 
website blocking?
35. Transparency on security risks new innovations 
carry
36. Prioritize assets, create common risk appetite with 
the board to fuel business growth and innovation

37. Implement security reporting discipline and 
engagement between CISO and board
38. Crowded board agenda, invisible payoff vs 
shareholder deliverables
39. “Not our problem” outside of military and financial 
services
40. Overinvested in wrong priorities (preventative 
controls vs detect/response)
41. Risk Posture – Not tactics, security architecture, 
operational issues 
42. Be ready for questions – board expects you as the 
expert to know the answers
43. Listen to their reactions- highlight next time



4/14/2018

22

44

Steps To Build An Information 
Security Program

CISO Leadership 
Skills To Lead 
Program – Insight by 
Industry Experts & 
Pioneers

2 Books 
Available To 

BUILD and LEAD
your Information 
Security Program

PLUS 
NEW CYBERSECURITY 

LEADERSHIP BOOK 
COMING IN 2019



4/14/2018

23

Todd Fitzgerald, CISSP, CISM, CISA, CGEIT, 
CRISC CIPP/US/E/C, CIPM, PMP, ISO27001, 
ITILv3f
Managing Director/CISO
CISO Spotlight, LLC
Deerfield, IL

Linkedin.com/in/toddfitzgerald
tfitzgerald@cisospotlight.com


