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 Brief overview of HIPAA Privacy and Security 
Rule requirements. 

 

 Compliance does not equal Security. 

 

 Organizational considerations. 

 

 Tools 
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 Health Insurance Portability and 
Accountability Act of 1996 (HIPAA) 

 

 Health Information Technology for Economic 
and Clinical Health Act (HITECH) 

 

 45 C.F.R. Parts 160, 162, 164 (HIPAA Rules) 
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Security is the ceiling.  

Leadership is the walls 

that bring security and 

compliance together. 

Compliance is the floor. 

 Under HIPAA the Covered Entity must: 
◦ Obtain “satisfactory assurances” the Business 

Associate (BA) will appropriately safeguard the 
Covered Entity’s (CE) Protected Health Information 
(PHI) or Electronic Protected Health Information 
(ePHI). (45 CFR 164.308(b)(1)).  

 

◦ Must be in writing-Business Associate Agreement 
(BAA). 

◦ Must include certain provisions. 
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 “A covered entity must ensure the 
confidentiality, integrity, and availability of 
“all” ePHI the CE creates, receives, maintains, 
or transmits. (45 CFR 164.306(a)(1)).”  

 

 This obligation includes proper management 
of BA relationships. 
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2000 
Covered entity (CE) must obtain the written assurances that business 
associate (BA) will comply with certain obligations as it relates to the 
confidentiality of Protected Health Information (PHI). 

2003 Security Rule finalized additional requirements for Business 
Associate Agreement (BAA) language.  

2009 ARRA deems BA just as responsible for execution of BAA and 
applies Civil Monetary Penalties to BA. 

2013 
BA is responsible to obtain BAAs with their subcontractors. 
BA now held to same standard as CE, and may incur fines 
and penalties. 

 From the Comments and Responses: 
◦ 13404 of HITECH Act provides BA are now directly liable for CMPs 

under HIPAA Privacy Rule for impermissible uses and disclosures. 
However, it does not apply all requirements of the Privacy Rule to 
BA, thus an agreement is still required. 

 

◦ Designation of the HIPAA responsibilities based on the functions 
or activities the BA is performing for, or on behalf of, the CE. 

 

◦ Clarify and limit, as appropriate the permissible uses and 
disclosures by the BA. 

 

◦ Notifies the BA of its status under HIPAA Rules so they are fully 
aware of their obligations and potential liabilities.  

 

◦ Other provisions or requirements that may dictate and describe 
the relationship.  
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 Does the BA understand its responsibility? 
◦ Signing a BAA acts as an attestation and 

contractually binds the BAA, but at the end of the 
day their breach is your breach. 

 Who is signs the BA? 
◦ Authorized agent. 

◦ Does your BA specify or state the signatory is an 
Authorized agent? 

 When is the BA signed? 
◦ Prior to, concurrent with, or after contract 

execution? 
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 Indemnity. 

 Reportable “security incidents”.  

 Security Officer contact information. 

 State law provisions. 

 Security Questionnaire completion.  

 Third party risk assessment results. 
◦ Consider a Non-Disclosure Agreement 
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 May 3, 2016 OCR listserv mailing cautioned 
CEs to consider how they will address a 
breach by their BA. 

 

 Areas of insecurity identified: 
◦ Whether a BA will actually report a breach; 

◦ Difficulty managing a security incident involving a 
BA ; and 

◦ “impossible” to determine whether their policies 
and procedures are adequate to effectively respond 
to a breach. 

11 

 Defining how and for what purpose PHI or 
ePHI is used or disclosed. 
◦ According to the US-CERT, cybersecurity incidents 

could include the following types of activity, but are 
not limited to:  
 Attempts (either failed or successful) to gain unauthorized 

access to ePHI or a system that contains ePHI.  

 Unwanted disruption or denial of service to systems that contain 
ePHI. 

 Unauthorized use of a system for the processing or storage of 
ePHI data.  

 Changes to system hardware, firmware, or software 
characteristics without the owner's knowledge, instruction, or 
consent.  
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 Defining the time frame for BA or 
subcontractor to report a breach, security 
incident, or cyberattack to CE. 
◦ Minimizing the damages caused by the security incident.  

◦ Protecting and preventing further loss of ePHI.  

◦ Preserving evidence for forensic analysis, if necessary.  

◦ Regaining access to and secure information systems.  

 

 CE is liable for untimely HIPAA breach 
reporting to affected individuals, OCR, and 
media (if required). 
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 Consider the type of information the BA 
should provide in a breach or security 
incident. 
◦ BA associate name and point of contact 

information. 

◦ Description of what happened, including date of 
the incident and date of discovery, if known. 

◦ Description of the types of unsecured PHI 
involved. 

◦ Description of what the BA is doing to investigate 
incident and to protect against any further 
incident.  
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 Training workforce members on incident 
reporting and potentially conduct security 
audits and assessments to evaluate BAs’ or 
subcontractors’ security and privacy 
practices.  
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 Misuse of PHI. 

 Misclassification of BA. 

 Insufficient BAA or no BAA. 

 Subcontractor relationships. 

 Failure to meet BAA requirements. 

 Timeliness of BA breach notification. 

 Violation of State law. 

 Insufficient administrative, technical, and 
physical safeguards. 
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 Periodic audit and monitor BA compliance. 

 Review vendor contracts. 

 Review BAA to ensure HIPAA Omnibus Rule 
requirements are met.  

 Require BA to put you on notice of all 
subcontracted services relating to CE. 

 Create an audit tool that corresponds with BA 
requirements (e.g., audit user activity). 
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 Does BAA require notification to CE when a 
potential breach may have occurred? Is CE 
involved in the investigation? 

 Does the BAA address compliance with State 
law? 

 Complete a Security Questionnaire prior to 
signing contract. 

 What is the culture? Will CE refuse to do 
business with a BA due to HIPAA compliance 
concerns? 
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