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Implication of the ONC and CMS NPRM on 
Interoperability and Patient Access 



 ONC NPRM 
◦ FHIR API Requirements 

◦ Data blocking  

◦ Data provenance 

◦ Bulk Data 

 CMS NPRM 
◦ Member Access 

◦ Care portability across payers 

 Privacy and security implication 

 Prior Authorization (if time premits) 
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Federal Government continue 
to promote interoperability….. 



Hospital 

PCP 

Specialist 

HL7® FHIR® 

HL7 FHIR is real… 
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UNLOCKING PAYER INFORMATION TO IMPROVE CARE 

HIMSS19 Demonstration 



 Scope: Certified EHRs and Modules 

 Focus on:  
◦ FHIR API Standards for Interoperability 

◦ U.S. Core Data for Interoperability (USCDI) 

◦ Data Blocking and permitted exceptions 

◦ Data Segmentation and Privacy 

◦ Consent Management  

◦ Provenance 

◦ Electronic Health Information (EHI) Export 

◦ Privacy and Security 
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 The use of the Health Level 7 (HL7®) Fast Healthcare Interoperability 
Resources (FHIR®) standard along with a set of Implementation 
specifications that would provide known technical requirements 
against which app developers and other innovative services can be 
built. 

 API access to and search capabilities for all data proposed as part of 
the United States Core Data for Interoperability (USCDI) for a single 
patient and multiple patients. 

 Secure connections that include authentication and authorization 
capabilities in ways that enable, for example, patients to use an app to 
access their EHI without needing to log-in each time they use the app 
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 Certified APIs would need to implement the SMART Application Launch Framework 
Implementation Guide, which is based on the OAuth 2.0 security standard that is widely used 
in industry. This will enable health care providers to securely deploy and manage APIs 
consistent with their organizational practices.  

 App Registration The API technology would need to be able to establish a secure and trusted 
connection with apps that request data. Additionally, these apps will need to be registered 
prior to connecting, which means apps would not be able to connect anonymously. App 
registration provides API technology with the ability to safeguard against malicious apps 
attempting to gain unauthorized access to patient information through the API.   

 Health care providers retain control over how their workforce and patients authenticate when 
interacting with the API. For example, a patient would need to use the same credentials (e.g., 
username and password) they created to access their EHI through other means from their 
provider (e.g., patient portal) when authorizing an app to similarly access their data. 

 Since patients complete the authentication process directly with their health care provider, no 
app will have access to their specific credentials.  

 Patients will be able to limit the data they authorize their apps to access.  
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 Regulation Text 
 §170.315 (g)(10) Standardized API for patient and population services— 

 The following technical outcomes and conditions must be met through the demonstration of 
application programming interface technology. 

 Data response. Respond to requests for data (based on an ID or other token) for each of the resources 
referenced by the standard adopted in § 170.215(a)(1) and implementation specifications adopted in 
§ 170.215(a)(2) and (3). 

 Search support. Respond to search requests for data consistent with the search criteria included in the 
implementation specification adopted in § 170.215(a)(4). 

 App registration. Enable an application to register with the technology’s “authorization server.” 

 Secure connection. Establish a secure and trusted connection with an application that requests data in 
accordance with the standard adopted in § 170.215(a)(5). 

 Authentication and app authorization – 1st cts to request data the technology: 

◦ A) Authentication. Demonstrates that user authentication occurs during the process of authorizing the 
application to access FHIR resources in accordance with the standard adopted in § 170.215(b). 

◦ (B) App authorization. Demonstrates that a user can authorize applications to access a single patient’s data as 
well as multiple patients data in accordance with the implementation specification adopted in § 170.215(a)(5) 
and issue a refresh token that is valid for a period of at least 3 months. 
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 Regulation Text 
 Authentication and app authorization – Subsequent connections. Demonstrates that an 

application can access a single patient’s data as well as multiple patient’s data in accordance with 
the implementation specification adopted in § 170.215(a)(5) without requiring re-authorization 
and re-authentication when a valid refresh token is supplied and issue a new refresh token for new 
period no shorter than 3 months. 

 Documentation. 

◦ The API(s) must include complete accompanying documentation that contains, at a minimum: 

◦ API syntax, function names, required and optional parameters supported and their data types, 
return variables and their types/structures, exceptions and exception handling methods and 
their returns. 

◦ The software components and configurations that would be necessary for an application to 
implement in order to be able to successfully interact with the API and process its response(s). 

◦ All applicable technical requirements and attributes necessary for an application to be 
registered with an authorization server. 

◦ (B) The documentation used to meet paragraph (g)(10)(vii)(A) of this section must be available 
via a publicly accessible hyperlink. 
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 Standard(s) Referenced 
 § 170.215(a)(1) Fast Healthcare Interoperability Resources (FHIR) Draft Standard 

for Trial Use (DSTU) 2 (v1.0.2-7202) 

 § 170.215(a)(2) API Resource Collection in Health (ARCH) Version 1 

 § 170.215(a)(3) Argonaut Data Query Implementation Guide Version 1.0.0 

 § 170.215(a)(4) The Argonaut Data Query Implementation Guide Server 
 

 § 170.215(a)(5) SMART Application Launch Framework Implementation Guide 
Release 1.0.0 
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http://hl7.org/fhir/DSTU2/index.html
http://hl7.org/fhir/DSTU2/index.html
http://hl7.org/fhir/DSTU2/index.html
http://hl7.org/fhir/DSTU2/index.html
http://hl7.org/fhir/DSTU2/index.html
https://www.healthit.gov/ARCH
https://www.healthit.gov/ARCH
http://www.fhir.org/guides/argonaut/r2/
http://www.fhir.org/guides/argonaut/r2/
https://www.fhir.org/guides/argonaut/r2/Conformance-server.html
https://www.fhir.org/guides/argonaut/r2/Conformance-server.html
http://hl7.org/fhir/smart-app-launch/
http://hl7.org/fhir/smart-app-launch/
http://hl7.org/fhir/smart-app-launch/


 NPRM 

◦ FHIR DSTU 2 

◦ Argonaut Profiles 

◦ ARCH V1+ / USCDI V1+ 

◦ SMART Launch Framework 

◦ EHI Export  

 Potential in Final Rule 

◦ FHIR Release 4 

◦ US Core Profiles (STU) 

◦ ARCH V1 / USCDI V1 + 

◦ SMART Launch Framework 

◦ Bulk Data Standard 
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Issues related to data 
blocking  
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 Section 4004 of the 21st Century Cures Act (Cures Act) defines 
information blocking. In general, information blocking is a practice 
by a health care provider, health IT developer, health information 
exchange, or health information network that, except as required 
by law or specified by the Secretary of Health and Human Services 
(HHS) as a reasonable and necessary activity, is likely to interfere 
with, prevent, or materially discourage access, exchange, or use of 
electronic health information (EHI). 
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 Implementing health information technology in nonstandard ways 
that are likely to substantially increase the complexity or burden of 
accessing, exchanging, or using EHI; 

 Imposing formal or informal restrictions on access, exchange, or 
use of EHI. 

 Implementing capabilities in ways that limit the timeliness of 
access, exchange, or use of EHI. 

 Imposing terms or conditions on the use of interoperability 
elements that discourage their use. 

 Discouraging efforts to develop or use interoperable technologies 
or services by exercising influence over customers, users, or other 
persons. 

 Discriminatory practices that frustrate or discourage efforts to 
enable interoperability. 

 Rent-seeking and opportunistic pricing practices. 
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 ONC proposes seven categories of practices that would be considered 
reasonable and necessary that, provided certain conditions are met, 
would not constitute information blocking. These categories were 
developed based on feedback from stakeholders and consultation 
with appropriate federal agencies. 

 If the actions of a regulated actor (health care provider, health IT 
developer, or health information exchange or network) satisfy an 
exception, the actions would not be treated as information blocking 
and the actor would not be, as applicable, subject to civil penalties or 
other disincentives under the law. 
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1. Protect patient safety 

2. Promote the privacy of EHI 

3. Promote the security of EHI 

4. Allow for the recovery of costs reasonably incurred 

5. Excuse an actor from responding to requests that are 
infeasible 

6. Permit the licensing of interoperability elements on 
reasonable and non-discriminatory terms 

7. Allow actors to make health IT temporarily unavailable 
for maintenance or improvements that benefit the 
overall performance and usability of health IT 
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How is data provenance 
affected by proposed 
regulations? 
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 Mandatory and Must Support Data Elements 
 The following data-elements are mandatory (i.e. data MUST be present) or must be 

supported if the data is present in the sending system (Must Support definition). They 
are presented below in a simple human-readable explanation. Profile specific guidance 
and examples are provided as well. The Formal Profile Definition below provides the 
formal summary, definitions, and terminology requirements. 

 Each Provenance must have: 

1. resource(s) the Provenance record is supporting (target)  

2. a date and time for the activity  

 Each Provenance must support: 

1. an author responsible for the update  

2. the author organization responsible for the information  

3. the transmitter that provided the information  

4. the transmitter organization responsible for the transmission (if the transmitter is a 
device the transmitter organization must also be valued).  

 Profile specific implementation guidance: 

• If a system receives a provider in Provenance.agent.who as free text they must capture 
who sent them the information as the organization. On request they SHALL provide this 
organization as the source and MAY include the free text provider.  

http://build.fhir.org/ig/HL7/US-Core-R4/general-guidance.html#must-support
http://build.fhir.org/ig/HL7/US-Core-R4/StructureDefinition-us-core-provenance.html#profile
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 Proposed Regulation Text  

 §170.315 (b)(12) Data segmentation for privacy — send— 

 Enable a user to create a summary record formatted in accordance with the standard adopted in § 

170.205(a)(4) and (a)(4)(i) that is tagged as restricted at the document, section, and entry (data 

element) level and subject to restrictions on re-disclosure according to the standard adopted in § 

170.205(o)(1). 

 §170.315 (b)(13) Data segmentation for privacy — receive— 

 Receive a summary record that is formatted in accordance with the standard adopted in § 170.205(a)(4) and 
(a)(4)(i) that is tagged as restricted at the document, section, and entry (data element) level and subject to 
restrictions on re-disclosure according to the standard adopted in § 170.205(o)(1); and 

 Preserve privacy markings to ensure fidelity to the tagging based on consent and with respect to sharing and 
re-disclosure restrictions. 

 

 Standard(s) Referenced  

 §170.205(a)(4) HL7 Implementation Guide for CDA® Release 2: Consolidated CDA Templates for 

Clinical Notes (US Realm), Draft Standard for Trial Use Release 2.1, August 2015 

 §170.205(a)(4)(i) HL7 CDA® R2 Implementation Guide: C-CDA Templates for Clinical Notes R1 

Companion Guide, Release 1 

 §170.205(o)(1) HL7 Implementation Guide: Data Segmentation for Privacy (DS4P), Release 1 



 Scope:  
◦ Medicare Advantage Program (including Part D) 

◦ Medicaid 

◦ Medicaid Managed Care 

◦ Children’s Health Insurance Program (CHIP) 

◦ Qualified Health Plans (QHPs)  as part of Federal Market Place 

◦ Condition of Participation Hospitals and Specialized Providers 
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 Covers:  
◦ Sharing information with members via API 

 Claims as FHIR EOB 

 Clinical data (USCDI) 

 Formulary (Part D for MA Plans) 

 Pharmacy Locations (Part D for MA Plans) 

 Payer’s Providers Network 

◦ Sharing information as member moves plans  

 USCDI (minimum) 

 Goals:  

 Continuity of coverage 

 Minimize burden to providers 
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CMS NPRM for Payer Data Exchange – to Member 
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Payer Members (14) : 
Anthem, Blue Cross Blue Shield Alabama, Blue 

Cross Blue Shield Association, BCBS Tennessee, 

Blue Cross Blue Shield of Michigan, Blue Cross of 

Idaho, Cigna, Cambia Health Solutions, Centers for 

Medicare and Medicaid Services, GuideWell, 

Health Care Service Corporation, Humana, 

Independence Blue Cross, UnitedHealthcare 

Vendor Members (15): 
Allscripts, Cerner, Casenet, Cognosante, Edifecs, 

Epic, Healow Insights, HealthLX, Infor, 

InterSystems, Juxly, Optum, Surescripts, Virence 

Health, ZeOmega 

Provider Members(11): 
ATI Physical Therapy, Cedar-Sinai, MultiCare, 

Connected Care, OHSU, Rush Medical, 

Providence St. Joseph Health, Sutter Health, 

Texas Health Resources, Weill Cornell Medicine 

Partners: 
HIMSS, NCQA 
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 Information Exchanges Supported by Da Vinci IGs 



 CMS NPRM Information Exchanges  

 Supported by Da Vinci IGs 
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 Work Breakdown to Support CMS NPRM 

 

DATA SUB TYPE RESOURCE / PROFILE BUILD IG MEMBER PROVIDER PAYER

Financial EOB CARIN BB 2.0 CARIN

Clinical USCDI / US Core / Da Vinci Da Vinci PDex DV for CARIN Da Vinci Da Vinci

Clinical Data All USCDI / US Core / Da Vinci Da Vinci PDex DV for CARIN Da Vinci Da Vinci

Payer Decisions Treatment USCDI / US Core / Da Vinci Da Vinci PCD Da Vinci

Alerts/Notification Admit/Discharge USCDI / US Core / Da Vinci Da Vinci Alerts Da Vinci

RTBC SCRIPT  FHIR R4? CARIN NCPDP RTBC CARIN NCPDP CARIN NCPDP

Medications USCDI / US Core Da Vinci PDex DV for CARIN Da Vinci Da Vinci

Formulary Da Vinci (new Profile) Da Vinci PDex Formulary DV for CARIN Da Vinci Da Vinci

Directory Data
 Payer & Pharma 

Network
USCDI / US Core / Da Vinci Da Vinci

Pdex Provider 

Network
DV for CARIN Da Vinci

DV for CARIN CARIN may choose to add additional guidance

Claims Data

Pharma Data

PAYER TO:WORK BREAKDOWN TO SUPPORT CMS NPRM
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CMS NPRM for Payer Data Exchange – to Payer 
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 None of the new regulations (including information blocking) 
grants exceptions to existing regulations regarding privacy 
and security 

 Change from provider push to requester pull 

◦ How to manage scope of access 

 Access is granted via OAuth 2.0 token or CDS Hooks Java Web 
Token (JWT) 

◦ Allows provider system to limit access to via scope of token 

◦ This has some limitations with today’s scope definitions 

 Have standard to “flag” CDA information to limit 
redistribution (e.g. 42 CFR Part 2) 

 Emerging work on use of Consent and Provenance resource to 
address privacy concerns. 
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 Prior Authorization 
Support 

 



 Current Prior-Authorization Environment 

Payers 

Providers 

Telephone 

Portals 

Electronic Transactions 

PA Request 

Medical Records 

Currently providers and payer exchange prior authorization requests and supporting medical records 
using a number of methods: telephone, fax, portals, and electronic transactions 

Fax 

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=&url=https://www.peopleshealth.com/2019-search/hospital/&psig=AOvVaw3_-sN74_ku86kXiHdGOFnw&ust=1543163255393946


 Current HIPAA / Anticipated Attachment Approach 

Must be ASC X12N 278 (PA request) / 275 (attachment with CDA) 

May be any method (including ASC X12N) 

B
A 

Any Method 

ASC X12N 278/275 

Any Method 

1a 

2 

1b 

ASC X12N 
278/275 

Any Method 

Virtual (within same CH) 

Per the reqs (i.e. §162.923 Requirements for covered entities), if the Clearinghouse services both 
payer and provider,  they must act as  two virtual clearinghouses and must provide the transaction 
as a HIPAA compliant standard transaction internally – not currently enforced by CMS 

Payer 1 

Payer 2 

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=&url=https://www.peopleshealth.com/2019-search/hospital/&psig=AOvVaw3_-sN74_ku86kXiHdGOFnw&ust=1543163255393946


Any Method 

ASC X12N 278/275 

Any Method 
1a 

2 

1b 

ASC X12N 
278/275 

Any Method 

Virtual (within same CH) 

Payer 1 

Payer 2 

FHIR 
FHIR 

FHIR 

Future FHIR Enabled Solution 

Must be ASC X12N 278 (PA request) / 275 (attachment with CDA) 

May be any method (including ASC X12N) 

HL7 FHIR 

FHIR FHIR 

ASC X12N 278/275 

https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=&url=https://www.peopleshealth.com/2019-search/hospital/&psig=AOvVaw3_-sN74_ku86kXiHdGOFnw&ust=1543163255393946


Documentation 

Templates and Rules 

Gaps in Care & 

Information 

Coverage 

Requirements 

Discovery 

Performing Laboratory 

Reporting 

Data Exchange for 

Quality Measures 

Prior-Authorization 

Support 

Risk Based Contract 

Member Identification 
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Alerts / Notifications 

Patient Cost 

Transparency 

Chronic Illness 

Documentation  for 

Risk Adjustment 

Payer Data  

Exchange 

Use Case Focus Areas 

Patient Data Exchange 

Payer Coverage 

Decision Exchange 

Clinical Data  

Exchange 

Payer Data Exchange: 

Directory 

Payer Data Exchange: 

Formulary 

Q
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Process Improvement 

Payer Data  

Exchange 

M
e

m
b

e
r A

c
c

e
s

s
 

Clinical Data  

Exchange 

May ballot STU and for comment 

In early September ballot (July)  as STU 

September ballot as STU 

Currently targeted for  early or regular January 2020 ballot 

Use cases in discovery (some may be balloted in January 2020) 

Use Case 

Status 

Documentation 

Templates and Rules 



51 



52 





54 

Prior Authorization Workflow (X12 processing at Health Plan) 



Disclaimer 55 

FHIR Prior Authorization Endpoint 
Interactions 

Prior Authorization Workflow  Blackbox  Example

Provider System Prior-Authorization Black Box (any valid combination of application, BA, clearinghouse and health plan)

(4) 

Process PA request and 

associated documentation 

and return result

(8))

Receive and process 

request

(2) 

Receive and process 

Bundle

(1) 

Assemble 

information for PA 

request

(5)

Present result of PA 

response to provider in 

workflow

(3) 

Manage any HIPAA 

transaction 

requirements

FHIR bundle including

Information for 278/275

FHIR bundle

Response (FHIR bundle) within 15 seconds

May be error(s), answer or PEND

(7) 

Request Status

(if PEND, or any 

reason)

(9)

Present result of PA 

response to provider in 

workflow

(5)

Event notification on 

change in PA status

 (6)

Receive status change 

notification

Subscribe to delayed response

Response to subscription 

FHIR bundle

(10) 

Request cancel and/

or update)

Follows same path as original request and with original PA ID

FHIR PA endpoint requirements 

1) Receive and process PA bundle 

• Respond in <15 seconds  

2) Receive and process Subscription request 

for “PENDED” PA  

• Reply on change in PA status 

3) Receive and reply to PA status query 

4) Receive and process cancel 

5) Receive and process update 

6) Support Status, Cancel, Update from 

both ordering and performing provider 
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FHIR Prior Authorization Components 

FHIR  Implementation Guides 

define content, code systems 

/ value sets, exchange 

protocols, security, 

operational behavior  (e.g. 

response time) and exchange 

conformance , etc. 

FHIR Prior Authorization Components

Provider Health Plan
Direct connection or via exchange 

(e.g. Clearinghouse)

(2)

Health Plan 

receives request 

and evaluates

(4)

Response with 

documentation 

requirements if 

appropriate

CDS CARDS 

(1)

Provider orders or 

plans treatment

CDS Hooks request to payer

(6)

 EHR/SMART App

collects attestations, 

clinical data (from 

patient record where 

possible), 

(5)

Provider receives answer

Yes

Coverage 

Requirements 

Discovery

Documentation 

Templates and 

Rules

Prior 

Authorization 

Support

(9)

Health Plan Receives PA 

request and attachments, 

process request and 

provides response  

(8)

Convert FHIR to/from  

X12 if not done by 

provider application

(7)

Gathers all information 

for PA and attachment 

and sends it directly or 

via intermediary to payer

-- returns PAN, Pend, 

Deny

FHIR ASC X12N

Conversion to 

meet HIPAA

 (3a)

 Coverage rules / 

templates

ASC X12N

(3) Is PA 

required?

No

PA

CQL / SMART App

Note: if Pended, provider subscribes to PA request and retrieves response when status changes



 Prior Authorization Summary 

 

 Using new technologies (FHIR , CDS Hooks, SMART on FHIR, 
CQL) it is possible to integrate previously time intensive tasks 
into the clinical workflow to achieve significant efficiencies 

 We can substantially reduce provider burden by 
1. Acquiring critical patient information while the patient is available 

2. Obtain prior-authorizations in real-time for certain common services 

3. Minimize rework by “getting it right the first time” 

 One critical impact of improving the prior-authorization 
workflow is the improvement on patient care and experience. 
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