
Threat: E-mail Phishing Attack

The publication, Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP), 
aims to raise awareness, provide vetted cybersecurity practices, and move towards consistency in managing the 
current most pertinent cybersecurity threats to the sector. The material on this flyer is a section of the publication 
that examines cybersecurity threats and vulnerabilities that affect the healthcare industry.

E-mail phishing is an attempt to trick you, a colleague, or someone else in the workplace into giving 
out information using e-mail.  An inbound phishing e-mail includes an active link or file (often a picture 
or graphic).  The e-mail appears to come from a legitimate source, such as a friend, coworker, manager, 
company, or even the user’s own e-mail address.  Clicking to open the link or file takes the user to a website 
that may solicit sensitive information or proactively infect the computer.  Accessing the link or file may result 
in malicious software being downloaded or access being provided to information stored on your computer 
or other computers within your network.

CSA 405(d) Aligning Healthcare 
Industry Security Practices

Threat Quick Tips

What to 
Ask?

On average, a person will receive about 80 e-mails per day.  Knowing which are safe to open can 
get tricky if you are not asking yourself the following questions:

• Do you know the sender?
• Are there any spelling or grammatical errors, or any other indicators that the tone or style of 

the e-mail is off?
• Before clicking on a link, did you hover over it to see the URL destination?
• Do you know the sender, or are you suspicious of the e-mail?  If in doubt, do NOT open any 

attachments.
• What are my organization’s processes for reporting suspicious e-mails?  

When to 
Ask?

The best time to familiarize yourself with your organization’s policies for reporting a suspicious 
e-mail is when you begin employment.  Whenever you receive an e-mail that sounds too good to 
be true or that you were not expecting, verify it before opening it!

Who to 
Ask?

Check with colleagues to find out whether they received the same phishy e-mail.  You can always 
seek the guidance of your IT security support team or similar point of contact.  Talk to them to find 
out whether your account is protected with the proper security filters to ward off unwanted junk 
mail.



Want More Information or Need to Obtain a Copy of the HICP Publication?

The HICP publication was officially released to the public in December 2018. To download your copy of the 
publication please visit our website: www.phe.gov/405d.

For more information on this effort and to stay up to date on all 405(d) activities, please visit the 405(d) 
website at www.phe.gov/405d. Or email us at CISA405d@hhs.gov

Real-World Scenario:
Your employees receive a fraudulent e-mail from a 
cyber-attacker disguised as an IT support person from 
your patient billing company.  The e-mail instructs 
your employees to click on a link to change their 
billing software passwords.  An employee who clicks 
the link is directed to a fake login page, which collects 
that employee’s login credentials and transmits 
this information to the attackers.  The attacker then 
uses the employee’s login credentials to access your 
organization’s financial and patient data.

Impact:
A pediatrician learns that an attacker stole patient 
data using a phishing attack and used it in an identity 
theft crime.

To accompany each individual threat, the HICP publication provides threat specific mitigation practices. Below 
you will find a table and accompanying key for a quick reference and to help navigate through the publication. 
The practices are covered in greater detail in the technical volume 1 for small organizations and technical 
volume 2 for medium and large organizations.

Threat: Email Phishing Attack Mitigation Practices to Consider
Be suspicious of e-mails from unknown senders, e-mails that request sensitive information such as PHI or personal 
information, or e-mails that include a call to action that stresses urgency or importance  (1.S.B)

Train staff to recognize suspicious e-mails and to know where to forward them  (1.S.B)

Never open e-mail attachments from unknown senders  (1.S.B)

Tag external e-mails to make them recognizable to staff  (1.S.A)

Implement incident response plays to manage successful phishing attacks  (8.M.A)

Implement advanced technologies for detecting and testing e-mail for malicious content or links  (1.L.A)

Implement multifactor authentication (MFA)  (1.S.A, 3.M.D)

Implement proven and tested response procedures when employees click on phishing e-mails  (1.S.C)

Establish cyber threat information sharing with other health care organizations  (8.S.B, 8.M.C)

Key: 1-10 = Cybersecurity Practice │ S = Small (Tech Vol 1) │ M = Medium (Tech Vol 2) │ L = Large (Tech Vol 2) │ A-Z= Respective Sub-Practice 

Example: “1.S.B Education”: “1” refers to the cybersecurity Practice “Email Protection System” │ “S” refers to Small size organization │ “B” refers to the sub practice for 
small size organization within the Email Protection System – Cybersecurity Practice, which in this case is “Education”

http://www.phe.gov/405d
http://www.phe.gov/405d
mailto:CISA405d%40hhs.gov?subject=


Threat: Ransomware Attack

The publication, Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP), 
aims to raise awareness, provide vetted cybersecurity practices, and move towards consistency in managing the 
current most pertinent cybersecurity threats to the sector. The material on this flyer is a section of the publication 
that examines cybersecurity threats and vulnerabilities that affect the healthcare industry.

The HHS Ransomware Factsheet defines ransomware as follows:  “Ransomware is a type of malware 
(malicious software) distinct from other malware; its defining characteristic is that it attempts to deny 
access to a user’s data, usually by encrypting the data with a key known only to the hacker who deployed 
the malware, until a ransom is paid.  After the user’s data is encrypted, the ransomware directs the user to 
pay the ransom to the hacker (usually in a cryptocurrency, such as Bitcoin) in order to receive a decryption 
key.  
However, hackers may deploy ransomware that destroys or exfiltrates data, or ransomware in conjunction 
with other malware that does so.”  Paying a ransom does not guarantee that the hacker will unencrypt 
or unlock the stolen or locked data.  Ransomware threats may incorporate tactics or techniques that 
are the same as or identical to other threats.  For example, successful phishing attacks may lead to 
the installation of ransomware.

Threat Quick Tips

What to 
Ask?

Most ransomware attacks are sent in phishing campaign e-mails asking you to either open an 
attachment or click on an embedded link.  Be sure you know how to identify these phishing 
e-mails!  Stay alert when any e-mail asks you to enter your credentials.  As a proactive measure, 
check to see whether the computer and network to which you are connected have the proper 
intrusion prevention system or software in place.  That means asking

• Do I have a high-performance firewall?
• Do I have my firewall configured to only allow certain ports to be open?
• Is there training I should be aware of to understand my organization’s security policies?

When to 
Ask?

Provide user awareness and compliance training during the onboarding process or when 
purchasing a new laptop or desktop equipment.  If you discover that your computer has been 
infected, immediately disconnect from the network and notify your IT security team.  Do not 
power off or shut down the computer or server, in case a volatile (RAM) memory image needs to 
be collected for forensics and incident response investigations.

Who to 
Ask?

Due to the severity and time sensitivity of ransomware attacks, it is in your best interest and that 
of your organization to always seek out professional IT security or a similar point of contact help 
when you think your computer is infected with ransomware.

https://www.hhs.gov/sites/default/files/RansomwareFactSheet.pdf


Want More Information or Need to Obtain a Copy of the HICP Publication?

The HICP publication was officially released to the public in December 2018. To download your copy of the 
publication please visit our website: www.phe.gov/405d.

For more information on this effort and to stay up to date on all 405(d) activities, please visit the 405(d) 
website at www.phe.gov/405d. Or email us at CISA405d@hhs.gov

To accompany each individual threat, the HICP publication provides threat specific mitigation practices. Below 
you will find a table and accompanying key for a quick reference and to help navigate through the publication. 
The practices are covered in greater detail in the technical volume 1 for small organizations and technical 
volume 2 for medium and large organizations.

Threat: Ransomware Attack Mitigation Practices to Consider
Ensure that users understand authorized patching procedures  (7.S.A)

Patch software according to authorized procedures  (7.S.A)

Be clear which computers may access and store sensitive or patient data  (4.M.C)

Use strong/unique username and passwords with MFA  (1.S.A, 3.S.A, 3.M.C) 

Limit users who can log in from remote desktops  (3.S.A, 3.M.B)

Limit the rate of allowed authentication attempts to thwart brute-force attacks  (3.M.C)

Deploy anti-malware detection and remediation tools  (2.S.A, 2.M.A, 3.L.D)

Separate critical or vulnerable systems from threats  (6.S.A, 6.M.B, 6.L.A)

Maintain a complete and updated inventory of assets  (5.S.A, 5.M.A)

Implement a proven and tested data backup and restoration test  (4.M.D)

Implement a backup strategy and secure the backups, so they are not accessible on the network they are backing up  
(4.M.D) 

Implement proven and tested incident response procedures  (8.S.A, 8.M.B)

Establish cyber threat information sharing with other health care organizations  (8.S.B, 8.M.C)

Develop a ransomware recovery playbook and test it regularly  (8.M.B) 

Once ransomware is detected, the covered entity or business associate must initiate its security incident and response 
and reporting procedures (HHS Ransomware Fact Sheet)

Real-World Scenario:
Through an e-mail that appears to have originated 
from a credit card company, a user is directed to a fake 
website and tricked into downloading a security update.  
The so-called security update is actually a malicious 
program designed to find and encrypt data, rendering 
them inaccessible.  The program then instructs the user 
to pay a ransom to unlock or unencrypt the data.

Impact: 
A practitioner cannot view patient charts because of 
a ransomware attack that has made the EHR system 
inaccessible.

Key: 1-10 = Cybersecurity Practice │ S = Small (Tech Vol 1) │ M = Medium (Tech Vol 2) │ L = Large (Tech Vol 2) │ A-Z= Respective Sub-Practice 

Example: “1.S.B Education”: “1” refers to the cybersecurity Practice “Email Protection System” │ “S” refers to Small size organization │ “B” refers to the sub practice for 
small size organization within the Email Protection System – Cybersecurity Practice, which in this case is “Education”

http://www.phe.gov/405d
http://www.phe.gov/405d
mailto:CISA405d%40hhs.gov?subject=


Threat: Loss or Theft of Equipment or 
Data

The publication, Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP), 
aims to raise awareness, provide vetted cybersecurity practices, and move towards consistency in managing the 
current most pertinent cybersecurity threats to the sector. The material on this flyer is a section of the publication 
that examines cybersecurity threats and vulnerabilities that affect the healthcare industry.

Every day, mobile devices such as laptops, tablets, smartphones, and USB/thumb drives are lost or stolen, 
and they end up in the hands of hackers.  Theft of equipment and data is an ever-present and ongoing 
threat for all organizations.  From January 1, 2018, to August 31, 2018, the Office for Civil Rights received 
reports of 192 theft cases affecting 2,041,668 individuals.  Although the value of the device represents 
one loss, far greater are the consequences of losing a device that contains sensitive data.  In cases 
where the lost device was not appropriately safeguarded or password protected, the loss may result in 
unauthorized or illegal access, dissemination, and use of sensitive data.

Even if the device is recovered, the data may have been erased and completely lost.  Loss or 
malicious use of data may result in business disruption and compromised patient safety, and may 
require notification to patients, applicable regulatory agencies, and/or the media.

Threat Quick Tips

What to 
Ask?

Heading out on a business trip or a personal holiday?  You need to follow the same, and maybe 
greater, security procedures as you do in the office.  Make sure you know your organization’s 
policy on removing equipment from the workplace by asking:

• Can I travel with my equipment?
• Can I take my equipment offsite to work remotely? 
• Are USB or other portable storage devices allowed? 
• Is the information on my computer or storage device encrypted?
• Is there a secure virtual private network (VPN) that I can use, along with secure, password-

protected Wi-Fi, to log into the network and work?

When to 
Ask?

As soon as you realize that your device or equipment has been stolen or misplaced, your 
supervisor and IT security professional should be notified immediately so appropriate measures 
can be taken to safeguard the data saved on your device or equipment.

Who to 
Ask?

Your IT security support staff or similar point of contact should be notified when a work device or 
equipment has been misplaced, lost, or stolen.  The data saved on them are now compromised 
and susceptible to unauthorized access, dissemination, and use.  This is a serious cyber breach and 
should be handled by trained IT security professionals.



Want More Information or Need to Obtain a Copy of the HICP Publication?

The HICP publication was officially released to the public in December 2018. To download your copy of the 
publication please visit our website: www.phe.gov/405d.

For more information on this effort and to stay up to date on all 405(d) activities, please visit the 405(d) 
website at www.phe.gov/405d. Or email us at CISA405d@hhs.gov

To accompany each individual threat, the HICP publication provides threat specific mitigation practices. Below 
you will find a table and accompanying key for a quick reference and to help navigate through the publication. 
The practices are covered in greater detail in the technical volume 1 for small organizations and technical 
volume 2 for medium and large organizations.

Threat: Loss or Theft of Equipment or Data Mitigation Practices to Consider
Encrypt sensitive data, especially when transmitting data to other devices or organizations  (4.S.B, 4.M.C) 

Implement proven and tested data backups, with proven and tested restoration of data  (4.M.D)

Acquire and use data loss prevention tools  (4.M.E, 4.L.A)

Implement a safeguards policy for mobile devices supplemented with ongoing user awareness training on securing 
these devices  (9.M.A) 

Promptly report loss/theft to designated company individuals to terminate access to the device and/or network  (3.S.A)

Maintain a complete, accurate, and current asset inventory to mitigate threats, especially the loss and theft of mobile 
devices such as laptops and USB/thumb drives  (5.S.A)

Encrypt data at rest on mobile devices to be inaccessible to anyone who finds the device  (4.M.C)

Define a process with clear accountabilities to clean sensitive data from every device before it is retired, refurbished, or 
resold  (5.S.C, 5.M.D)

Real-World Scenario:
A physician stops at a coffee shop for a coffee and to 
use the public Wi-Fi to review radiology reports.  As 
the physician leaves the table momentarily to pick 
up his coffee, a thief steals the laptop.  The doctor 
returns to the table to find the laptop is gone.

Impact:
Loss of sensitive data may lead to a clear case of 
patient identity theft, and, with thousands of records 
potentially stolen, the physician’s reputation could be 
at stake if all the patient records make it to the dark 
web for sale.

Key: 1-10 = Cybersecurity Practice │ S = Small (Tech Vol 1) │ M = Medium (Tech Vol 2) │ L = Large (Tech Vol 2) │ A-Z= Respective Sub-Practice 

Example: “1.S.B Education”: “1” refers to the cybersecurity Practice “Email Protection System” │ “S” refers to Small size organization │ “B” refers to the sub practice for 
small size organization within the Email Protection System – Cybersecurity Practice, which in this case is “Education”

http://www.phe.gov/405d
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Threat: Insider, Accidental or 
Intentional Data Loss

The publication, Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP), 
aims to raise awareness, provide vetted cybersecurity practices, and move towards consistency in managing the 
current most pertinent cybersecurity threats to the sector. The material on this flyer is a section of the publication 
that examines cybersecurity threats and vulnerabilities that affect the healthcare industry.

Threat Quick Tips

What to 
Ask?

See something?  Say something!  Follow your instinct, and always report what does not look 
or feel right to you.  Beware of social engineering techniques.  Check to see whether your 
organization conducts enhanced employee and vendor screening to make sure that those gaining 
access to company data are who they say they are and that they truly require access to the 
information.  Are you limiting access to information to those who require it based on roles and 
responsibilities?

When to 
Ask?

Conduct regular security training sessions to further employees’ education and awareness.  Train 
and test your staff to make sure they understand the security risks and the consequences of falling 
victim to insider attack.  By doing so, you can lower the probability of such attacks happening in 
your organization.

Who to 
Ask?

Always consult your IT security professionals when exposed to a situation of stolen data or 
employee misconduct. Every situation will vary so your IT security professionals will be able to 
guide you best because a cyber-threat is not limited to hacking.

Insider threats exist within every organization where employees, contractors, or other users access 
the organization’s technology infrastructure, network, or databases.  There are two types of insider 
threats: accidental and intentional.

An accidental insider threat is unintentional loss caused by honest mistakes, like being tricked, 
procedural errors, or a degree of negligence.  For example, being the victim of an e-mail phishing 
attack is an accidental insider threat.
An intentional insider threat is malicious loss or theft caused by an employee, contractor, other user 
of the organization’s technology infrastructure, network, or databases, with an objective of personal 
gain or inflicting harm to the organization or another individual.



Want More Information or Need to Obtain a Copy of the HICP Publication?

The HICP publication was officially released to the public in December 2018. To download your copy of the 
publication please visit our website: www.phe.gov/405d.

For more information on this effort and to stay up to date on all 405(d) activities, please visit the 405(d) 
website at www.phe.gov/405d. Or email us at CISA405d@hhs.gov

To accompany each individual threat, the HICP publication provides threat specific mitigation practices. Below 
you will find a table and accompanying key for a quick reference and to help navigate through the publication. 
The practices are covered in greater detail in the technical volume 1 for small organizations and technical 
volume 2 for medium and large organizations.

Threat: Insider, Accidental or Intentional Data Loss Mitigation Practices to Consider
Train staff and IT users on data access and financial control procedures to mitigate social engineering or procedural 
errors  (1.S.B, 1.M.D)

Implement and use workforce access auditing of health record systems and sensitive data  (3.M.B)

Implement and use privileged access management tools to report access to critical technology infrastructure and 
systems  (3.M.C) 

Implement and use data loss prevention tools to detect and block leakage of PHI and PII via e-mail and web uploads  
(4.M.E, 4.L.A)

Real-World Scenario:
An attacker impersonating a staff member of a 
physical therapy center contacts a hospital employee 
and asks to verify patient data.  Pretending to be 
hospital staff, the imposter acquires the entire patient 
health record.

Impact:
The patient’s PHI was compromised and used in an 
identity theft case.

Key: 1-10 = Cybersecurity Practice │ S = Small (Tech Vol 1) │ M = Medium (Tech Vol 2) │ L = Large (Tech Vol 2) │ A-Z= Respective Sub-Practice 

Example: “1.S.B Education”: “1” refers to the cybersecurity Practice “Email Protection System” │ “S” refers to Small size organization │ “B” refers to the sub practice for 
small size organization within the Email Protection System – Cybersecurity Practice, which in this case is “Education”
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Threat: Attacks Against Connected 
Medical Devices That May Affect 
Patient Safety

The publication, Health Industry Cybersecurity Practices: Managing Threats and Protecting Patients (HICP), 
aims to raise awareness, provide vetted cybersecurity practices, and move towards consistency in managing the 
current most pertinent cybersecurity threats to the sector. The material on this flyer is a section of the publication 
that examines cybersecurity threats and vulnerabilities that affect the healthcare industry.

Threat Quick Tips

What to 
Ask?

Know your organization’s protocols in case of a potential shutdown or attack against medical 
devices.  Help patients and staff by understanding the processes and procedures; this can help 
mitigate the impacts.  That means asking

• How do we notify patients if their medical devices are compromised?
• How do patients notify us if they suspect their medical devices are compromised?

When to 
Ask?

Knowledge of your organization’s protocols for potential attacks on medical devices should 
be shared during new hire orientation or at security training.  These protocols need to be 
communicated to patients when they are given medical devices.

Who to 
Ask?

Each organization should have IT security professionals to help answer any questions on the 
policy and governance associated with medical devices.  If your organization does not, ask your 
supervisor for information and/or resources allowing you to learn more about the threat.  Vendors 
or manufacturers of medical devices may need to be engaged to understand vulnerabilities, risks, 
and appropriate protection and response measures.

The Food and Drug Administration (FDA) defines a medical device as “an instrument, apparatus, 
implement, machine, contrivance, implant, in vitro reagent, or other similar or related article, 
including a component part or accessory which is recognized in the official National Formulary, or 
the United States Pharmacopoeia, or any supplement to them; intended for use in the diagnosis of 
disease or other conditions, or in the cure, mitigation, treatment, or prevention of disease.” 



Want More Information or Need to Obtain a Copy of the HICP Publication?

The HICP publication was officially released to the public in December 2018. To download your copy of the 
publication please visit our website: www.phe.gov/405d.

For more information on this effort and to stay up to date on all 405(d) activities, please visit the 405(d) 
website at www.phe.gov/405d. Or email us at CISA405d@hhs.gov

To accompany each individual threat, the HICP publication provides threat specific mitigation practices. Below 
you will find a table and accompanying key for a quick reference and to help navigate through the publication. 
The practices are covered in greater detail in the technical volume 1 for small organizations and technical 
volume 2 for medium and large organizations.

Threat: Attacks Against Connected Medical Devices That May Affect Patient Safety Mitigation Practices to Consider
Establish and maintain communication with medical device manufacturer’s product security teams  (9.L.A)

Patch devices after patches have been validated, distributed by the medical device manufacturer, and properly tested  
(9.M.B)

Assess current security controls on networked medical devices  (9.M.B, 9.M.E)

Assess inventory traits such as IT components that may include the Media Access Control (MAC) address, Internet 
Protocol (IP) address, network segments, operating systems, applications, and other elements relevant to managing 
information security risks  (9.M.D)

Implement pre-procurement security requirements for vendors  (9.L.C)

Implement information security assurance practices, such as security risk assessments of new devices and validation of 
vendor practices on networks or facilities  (1.L.A)

Engage information security as a stakeholder in clinical procurements  (9.L.C)

Use a template for contract language with medical device manufacturers and others  (9.L.C)

Implement access controls for clinical and vendor support staff, including remote access, monitoring of vendor access, 
MFA, and minimum necessary or least privilege  (9.M.C)

Implement security operations practices for devices, including hardening, patching, monitoring, and threat detection 
capabilities  (9.L.B)

Develop and implement network security applications and practices for device networks  (9.M.E)

Real-World Scenario:
A cyber attacker gains access to a care provider’s 
computer network through an e-mail phishing attack 
and takes command of a file server to which a heart 
monitor is attached.  While scanning the network for 
devices, the attacker takes control (e.g., power off, 
continuously reboot) of all heart monitors in the ICU, 
putting multiple patients at risk.

Impact: 
Patients are at great risk because an attack has shut 
down heart monitors, potentially during surgery and 
other procedures.

Key: 1-10 = Cybersecurity Practice │ S = Small (Tech Vol 1) │ M = Medium (Tech Vol 2) │ L = Large (Tech Vol 2) │ A-Z= Respective Sub-Practice 

Example: “1.S.B Education”: “1” refers to the cybersecurity Practice “Email Protection System” │ “S” refers to Small size organization │ “B” refers to the sub practice for 
small size organization within the Email Protection System – Cybersecurity Practice, which in this case is “Education”
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