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October 11, 2019 



 Understand the various sets of laws and 
regulations applicable to behavioral health 

 Understand who and what information the laws 
apply to and how they are enforced 

 Outline and discuss topical interplay between the 
various sets of laws and regulations and how to 
determine which to apply 

 Address complex topics and special situations 
regarding use and disclosure to assist in 
implementation 

2 



 Federal Health Insurance Portability and 
Accountability Act of 1996 (“HIPAA”) 
◦ Public Law 104-191  

◦ Amended by the Health Information Technology for 
Economic and Clinical Health (“HITECH”) Act, 
enacted as part of the American Recovery and 
Reinvestment Act of 2009 

 Title XIII of Public Law 111-5 

◦ Regulations: Generally 45 C.F.R. Parts 160, 162 and 
164 
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 Federal Substance Abuse Confidentiality 
Regulations (“Part 2”) 
◦ 42 USC § 290dd-2 

◦ Regulations: 42 C.F.R. Part 2 
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 Wisconsin Patient Confidentiality Statute 
 Chapter 146 – pertains to general medical records 

 Chapter 146.816 - HIPAA Harmonize 

 

 Wisconsin Mental Health Statute 
 Chapter 51.30 – pertains to mental health/substance 

abuse records 

 Regulations: Chapter DHS 92 
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 Preemption  
◦ A federal or state law that is more stringent will preempt 

HIPAA. More stringent generally means that it requires greater 
protection or provides the individual with greater rights 

◦ 42 CFR Part 2 is generally more stringent than HIPAA 

◦ Wisconsin law will preempt HIPAA and/or 42 CFR Part 2 when 
it is more stringent (See Wis. Stat. 51.30(c); 42 CFR § 2.20) 

◦ Express Reference (i.e. express preemption) 

 General rule of thumb: if there is not an express 
preemption, generally the most stringent applicable 
provision is applied 
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HIPAA Part 2 State Law 

Covered Entity 
Health care provider, a health 
plan, a health care 
clearinghouse 
 
Business Associate 
Entity that performs certain 
functions or activities that 
involve the use or disclosure 
of PHI on behalf of, or in 
service to, a covered entity 
 
Subcontractor 
a person to whom a business 
associate delegates a 
function, activity, or service, 
other than in the capacity of a 
member of the workforce of 
such business associate. 

Federally Assisted SUD Program 
Individual or entity who receives federal 
assistance, including enrolled in the 
Medicare Program, an identified unit 
within such a medical facility, medical 
personnel/staff of such a medical facility 
that holds itself out as providing SUDs 
diagnosis, treatment, or referral to 
treatment 
 
Qualified Service Organization 
Provides services to a Part 2 program 
(data processing; billing; dosage 
preparation; or legal; accounting; or 
other professional services) and has 
entered into an agreement 
 
Lawful Holder 
Individuals or entities who lawfully hold 
SUDs record or identifying information 
pursuant to a Part 2-compliant patient 
consent or other exception  

“Treatment facility” means any 
publicly or privately operated 
facility or unit thereof providing 
treatment of alcoholic, drug 
dependent, mentally ill or 
developmentally disabled 
persons, including but not 
limited to inpatient and 
outpatient treatment programs, 
community support programs 
and rehabilitation programs. 
 
Providers of such services. 
 
Certain public entities involved 
in the referral to, assessment 
for or provision of such 
services. 
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HIPAA Part 2 State Law 

Protected Health Information, 
including Psychotherapy Notes 
Information transmitted or maintained 
in any form or medium created or 
received by a health care provider, 
health plan, employer, or health care 
clearinghouse; and that relates to the 
past, present, or future physical or 
mental health or condition of an 
individual; the provision of health care 
to an individual; or the past, present, 
or future payment for the provision of 
health care to an individual; and that 
identifies the individual; or with 
respect to which there is a reasonable 
basis to believe the information can 
be used to identify the individual. 

Records 
Information, whether recorded or not and 
including both paper and electronic, 
created by, received, or acquired by a Part 2 
program relating to a patient (e.g., 
diagnosis, treatment and referral for 
treatment information, billing information, 
emails, voice mails, and texts). 
 
Patient identifying information  
the name, address, social security number, 
fingerprints, photograph, or similar 
information by which the identity of a 
patient, as defined in this section, can be 
determined with reasonable accuracy either 
directly or by reference to other 
information. The term does not include a 
number assigned to a patient by a part 2 
program, for internal use only by the part 2 
program, if that number does not consist of 
or contain numbers (such as a social 
security, or driver's license number) that 
could be used to identify a patient with 
reasonable accuracy from sources external 
to the part 2 program. 

Registration and Treatment Records 
 
“Registration records” include all the 
records of DHS, county departments, 
treatment facilities, and other persons 
providing services to such entities, that 
are created in the course of providing 
services to individuals for mental illness, 
developmental disabilities, alcoholism, or 
drug dependence. 
 
“Treatment records” include the 
registration and all other records that are 
created in the course of providing 
services to individuals for mental illness, 
developmental disabilities, alcoholism, or 
drug dependence and that are 
maintained by the entities above or by 
licensed psychologists or licensed 
mental health professionals who are not 
affiliated with such entities. 
 
(Note: CH 146 covers “Patient Health 
Care Records”) 
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HIPAA Part 2 State Law 

Office of Civil Rights (OCR) of 
the Department of Health 
and Human Services (HHS)  
 
Department of Justice (DOJ) 
 
State Attorneys General 
(State AGs) 

Substance Abuse and Mental 
Health Services (SAMHSA) of 
HHS 
 
DOJ 

Department of Health 
Services (DHS)  
 
State and local law 
enforcement 
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HIPAA Part 2 State Law 

Civil Monetary Penalties up to 
$1,711,533 for identical violations in 
calendar year (as of 2018): 
 
• No knowledge: $114 -$57,051 per 

violation 
• Reasonable cause: $1,141-$57,051 

per violation 
• Willful neglect (cured): $11,410-

$57,051 per violation 
• Willful neglect (uncured): $57,051-

1,711,533 per violation 
 
Criminal Penalty 
Fined in accordance with Title 18 of 
the U.S. Code  

Criminal Penalty 
 
Fined in accordance with 
Title 18 of the U.S. Code 
 
 

• Fined <$25,000 or imprisoned <9 months or 
both if:  

1. Requests or obtains confidential 
information under false pretenses.  

2. Discloses confidential information 
with knowledge that the disclosure is 
unlawful and not reasonably 
necessary to protect from harm. 

3. Intentionally falsifies a treatment 
record; conceals or withholds a 
treatment record with intent to 
prevent release or obstruct 
investigation; or intentionally 
destroys/damages records to prevent 
or obstruct an investigation or 
prosecution. 

• Forfeiture <$1,000/violation for negligent 
violations 

• Fined <$100,000 or imprisoned <3 years 
and 6 months, or both for intentional 
disclosure of confidential for pecuniary gain.  

• Exemplary Damages & Attorneys Fees in civil 
actions 
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HIPAA Part 2 State Law 

• Description of the information 
to be used or disclosed 

• Name or other specific 
identification of the 
person(s)/class authorized to 
make the request 

• Name or other specific 
identification of the 
person(s)/class to whom 
the entity may make the 
requested use or disclosure 

• Description of each purpose of 
the requested use or disclosure 
(i.e. “at the request of the 
individual”) 

• Expiration date or an expiration 
event relating to the purpose 

• Signature of the individual (or 
authorized representative + 
documentation of authority) and 
date. 

45 CFR 164.508(c) 

• Patient's name and specific name or 
general designation of the part 2 
program, entity, or individual 
permitted to disclose, and the 
amount/kind of information to be 
disclosed (explicit description of SUD 
information) 

• The name(s) of the individual(s) to 
whom a disclosure is to be made; or 
identification of applicable entity in 
accordance with regulations. 

• The purpose of the disclosure.  
• A statement that the consent is 

subject to revocation at any time 
except to the extent that it has been 
acted in reliance on 

• The date, event, or condition upon 
which the consent will expire if not 
revoked before. 

• The signature of the patient or 
authorized representative. 

• The date on which the consent is 
signed. 

See 42 CFR 2.31 

• Name of the individual, agency, or 
organization to which the 
disclosure is to be made;  

• Name of the subject individual 
whose treatment record is being 
disclosed;  

• Purpose or need for the 
disclosure;  

• Specific type of information to be 
disclosed;  

• Time period during which the 
consent is effective;  

• Date on which the consent is 
signed; and  

• Signature of the individual or 
person legally authorized to give 
consent for the individual 

• Statement that the patient has a 
right to inspect and receive a copy 
of the material to be disclosed as 
required under DHS 92.05 and 
92.06. 

See Wis. Stat. 51.30(2) 
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HIPAA Part 2 State Law  

• To an individual upon 
appropriate request 
 

• To HHS for investigation or 
determination of 
compliance 

 
45 CFR 164.502(a)(2) 

Does not contain any 
required disclosures; 
however, another law may 
require disclosure where 
permitted under Part 2 
 
 

Except when otherwise restricted (i.e. if patient 
specifically restricted record or if inpatient facility 
determines it would pose a danger), [limited] 
treatment record must be released without 
informed consent:  
• to the parent, child, sibling, spouse, or domestic 

partner of an individual who is or was a patient 
at an inpatient facility;  

• to a law enforcement officer who is seeking to 
determine whether an individual is on 
unauthorized absence from the facility; and  

• to mental health professionals who are 
providing treatment to the individual at the time 
that the information is released to others.  

 
Information released is limited to notice as to 
whether or not an individual is a patient at the 
inpatient facility and, if the individual is no longer 
a patient at the inpatient facility, the facility or 
other place, if known, at which the individual is 
located.  
 
Wis. Stat. 51.30(4)(cm) 



13 

HIPAA Part 2 
State Law 

146.815(2) 

Permits use and disclosure 
for treatment, payment, or health 
care operations, as permitted by 
and in compliance with § 164.506: 
• For its own TPO purposes; 
• To another HCP for treatment 

purposes; 
• To another CE or HCP for its 

payment of health care 
operations purposes if each had 
a relationship with the patient, 
the information pertains to the 
relationship and the disclosure 
is for a permitted purposes (e.g. 
fraud and abuse detection or 
compliance); 

• Within a OHCA for health care 
operations of the OHCA. 

 
45 CFR 164.506(c) 

No express treatment, 
payment or health care 
operations exception. 
 
However, the restrictions on 
disclosure do not apply to 
communications within the 
Part 2 Program and with an 
entity that has direct 
administrative control over 
the Part 2 Program having a 
need for the information in 
connection with their duties 
that arise out of the 
provision of diagnosis, 
treatment, or referral for 
treatment of SUD patients  

HIPAA Harmonization 
Sections 51.30(4(a) [confidentiality 
generally] and (e) [notation of 
disclosure] and 146.82 [confidentiality 
generally] and rules promulgated under 
51.30(12) [DHS 92] do not apply to a 
use, disclosure, or request for 
disclosure of protected health 
information by a covered entity or its 
business associate that meets all the 
following criteria: 
• The covered entity or its business 

associate makes the use, disclosure, 
or request for disclosure in 
compliance with the Privacy Rule. 

• The covered entity or its business 
associate makes the use, disclosure, 
or request for disclosure for purposes 
of treatment, payment or health care 
operations. 
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HIPAA Part 2 State Law 

For research provided that: 
(i) Board approval of a waiver of 
authorization. (documentation 
from the IRB or Privacy Board 
that a waiver from the 
authorization requirement under 
164.508 is approved) 
(ii) Reviews preparatory to 
research. CE obtains from the 
researcher certain assurances 
(iii) Research on decedent's 
information. CE obtains certain 
info and assurances from the 
researcher 
 
See 45 CFR 164.512(i) 

Patient identifying information may be 
disclosed by the Part 2 program or other 
lawful holder of Part 2 data, for the 
purpose of conducting scientific 
research if the individual designated as 
director or managing director, or 
individual otherwise vested with 
authority to act as chief executive officer 
or their designee makes a determination 
that the recipient of the patient 
identifying information: 
• If CE or BA: has complied with the 

req’s under HIPAA (see left) 
• If subject to 45 CFR Part 46 (Common 

Rule): has complied with HHS req’s  
• If both: has complied with both 
• If neither: section doesn’t apply 
 
Must not re-disclose (except as 
provided) 
Certain requirements apply to “data 
linkages” 
 
See 42 CFR §2.52 

For purposes of research as permitted 
in 51.61 (1) (j) and (4) if the research 
project has been approved by the 
department and the researcher has 
provided assurances that the 
information will be used only for the 
purposes for which it was provided to 
the researcher, the information will not 
be released to a person not connected 
with the study under consideration, 
and the final product of the research 
will not reveal information that may 
serve to identify the individual whose 
treatment records are being released 
under this subsection without the 
informed written consent of the 
individual. Such information shall 
remain confidential. In approving 
research projects under this 
subsection, the department shall 
impose any additional safeguards 
needed to prevent unwarranted 
disclosure of information. 
See Wis. Stat. 51.30(4)(b)(3)  
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HIPAA Part 2 State Law 

• By a workforce member who is 
a victim of a crime (limited to 
minimum necessary info re suspect) 

• About victims of abuse, neglect, or 
domestic violence when required to 
report by law 

• To report of certain wounds and 
injuries, crimes, or emergencies 

• In response to a law enforcement 
official's request for info for the 
purpose of identifying or locating a 
suspect, fugitive, material witness, 
or missing person (limited to certain 
info) 

• For law enforcement purposes 
if: Limited to relevant req's of a 
court order, or court-ordered 
warrant, subpoena or summons; 
grand jury subpoena; or admin. 
request (if legit purpose and limited 
to what is reasonable, and de-
identified info could not reasonably 
be used) 

• See 42 CFR 512(f) 

• By Part 2 Program Personnel re 
patient crime on the premises 
against personnel (limited)  

• About victims of abuse or neglect 
when required to report by law 

• Pursuant to a lawful Court Order 
that meets certain requirements.  
 

See 42 CFR Part §§ 2.12(c)(5) & (6), 
2.12(d), 2.13(b), 2.65 

 

• To a law enforcement officer who is 
seeking to determine whether an 
individual is on unauthorized absence 
from the facility and to take charge of 
and return patient to facility, limited to 
the following: 

1. Date, time and manner of escape;  
2. Description and picture of the patient; 
3. Addresses and phone numbers of 

relatives or other persons who might 
be contacted by the patient; and  

4. Any other information determined by 
the treatment director to be of 
assistance in locating the patient, 
including advice regarding any 
potential danger involved in taking 
custody of the patient. 

• Access by law enforcement in any other 
case requires a court order. 

Note: Court order for access to alcoholism 
or drug dependence treatment records 
must comply with Part 2. 
 
DHS 92.04(15) 
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HIPAA Part 2 State Law 

A covered entity may, consistent 
with applicable law and 
standards of ethical conduct, use 
or disclose 
protected health information, 
if  the covered entity, in good 
faith, believes the use or 
disclosure: 
(A) Is necessary to prevent or 
lessen a serious and imminent 
threat to the health or safety of a 
person or the public; and  
(B) Is to a person or persons 
reasonably able to prevent or 
lessen the threat, including the 
target of the threat 

Restrictions on disclosure and 
use do not apply to 
communications from part 2 
program personnel to law 
enforcement agencies or officials 
which: 
(i) Are directly related to a 
patient's commission of a crime 
on the premises of the part 2 
program or against part 2 
program personnel or to a threat 
to commit such a crime; and 
(ii) Are limited to the 
circumstances of the incident, 
including the patient status of the 
individual committing or 
threatening to commit the crime, 
that individual's name and 
address, and that individual's last 
known whereabouts. 
 

51.17 Warning of dangerousness.  Any health care 
provider, as permitted by 146.816(2)(b) 4. or 5., 
and any law enforcement officer may make a 
disclosure of information evidencing that an 
individual poses a substantial probability of 
serious bodily harm to any other person in a good 
faith effort to prevent or lessen a serious and 
imminent threat to the health or safety of a 
person or the public. 
 
[146.816] 
4. For purposes of disclosing information about a 
patient in a good faith effort to prevent or lessen 
a serious and imminent threat to the health or 
safety of a person or the public. 
5. For purposes of disclosing under 175.32 any 
threat made by a patient regarding violence in or 
targeted at a school in a good faith effort to 
prevent or lessen a serious and imminent threat to 
the health or safety of a student or school 
employee or the public. 
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HIPAA Part 2 State Law 

Permits use and 
disclosure for treatment, 
payment, or health 
care operations, as permitted 
by and in compliance with § 
164.506: 
• For its own TPO purposes 
• To another HCP for 

treatment purposes 
 

Permits disclosure to medical 
personnel to the extent necessary 
to meet a bona fide medical 
emergency in which the patient's 
prior informed consent cannot be 
obtained. 
 
However, must immediately 
document in patient's record: 
• Name and affiliation of the 

medical personnel to whom 
disclosure was made; 

• Name of the individual making 
the disclosure; 

• Date and time of the disclosure; 
and 

• Nature of the emergency 
 

Permits disclosure for treatment 
of the individual in a medical 
emergency, to a health care 
provider who is otherwise unable 
to obtain the individual’s 
informed consent because of the 
individual’s condition or the 
nature of the medical emergency. 
Disclosure under this subdivision 
shall be limited to that part of the 
records necessary to meet the 
medical emergency.  
 
Wis. Stat. (4)(b)(8) 
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HIPAA Part 2 State Law 

Under HIPAA, there is no 
prohibition on re-disclosure.  While 
entities that are subject to HIPAA 
must continue to comply with its 
regulations, entities that obtain 
information pursuant to an 
authorization or other exception 
are not prohibited from re-
disclosing absent other legal 
requirements. 

Re-disclosure is generally prohibited 
except in certain, very limited 
circumstances. Recipients generally 
cannot further disclose information 
that identifies a patient as having or 
having had a substance use disorder 
either directly, by reference to publicly 
available information, or through 
verification of such identification by 
another person unless further 
disclosure is expressly permitted by 
the written consent of the individual 
whose information is being disclosed 
or as otherwise permitted by 42 CFR 
part 2. A general authorization for the 
release of medical or other information 
is NOT sufficient for this purpose. 
 
Each disclosure made with the patient's 
written consent must be accompanied 
by a specific statement regarding the 
prohibition on re-disclosure.  
 
See 42 CFR 2.32 

No personally identifiable 
information in treatment records may 
be re-released by a recipient of the 
treatment record unless re-release is 
specifically authorized by informed 
consent of the subject individual, by 
51.30 and DHS 92 or as otherwise 
required by law. 
 
Any disclosure or re-release, except 
oral disclosure, of confidential 
information shall be accompanied by 
a written statement which states that 
the information is confidential and 
disclosure without patient consent or 
statutory authorization is prohibited 
by law. 
 
See DHS 92.03 
 



 Definitions (§ 2.11) Exclusion of Certain Orally Conveyed 
Information from the Definition of a Part 2 “Record” 

 Applicability (§ 2.12) Clarification for When a SUD Record 
is Subject to Part 2 

 Consent Requirements (§ 2.31) General Designations 
Allowed for Part 2 Records Recipients 

 Prohibition on Re-disclosure (§ 2.32) Clarification that 
Only the Part 2 “Record” is Prohibited from Re-Disclosure, 
Not SUD Information in Non-Part 2 Records 

 Disclosures Permitted with Written Consent (§ 
2.33) Inclusion of Non-Exhaustive List of Health Care 
Operations and Payment Purposes Disclosures for Lawful 
Holders of Part 2 Records 

 Disclosures to Prevent Multiple Enrollments (§ 
2.34) Permission for Non-OTP Treating Providers to Query 
Central Registries 
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 Disclosures to Prescription Drug Monitoring Programs (§ 2.36) 

 Medical Emergencies (§ 2.51) Inclusion of Natural and Major 
Disasters as “Bona Fide Emergencies” 

 Research (§2.52) Permit Part 2 Records to be Shared for Research 
Purposes in Accordance with HIPAA Requirements 

 Audit and Evaluation (§ 2.53) Clarification of When Identifiable 
Part 2 Records May Be Shared for Audits and Evaluations 

 Orders Authorizing the Use of Undercover Agents and Informants 
(§ 2.67) Extension of Time Period for Placement of Undercover 
Agent or Informant 

 Correction of Erroneous Addition (§ 2.63)  Removing the phrase 
“allegedly committed by the patient” to expand grounds for a 
court authorization related to extremely serious crimes 
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(414) 721-0904 
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(414) 721-0443 

This presentation is solely for educational purposes and the matters 
presented herein do not constitute legal advice with respect to your 

particular situation. 


