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Cyberattacks like 

Ransomware are 
rampant and 

always morphing.  

Organizations lose 

money and 
credibility when 

they cannot 

operate normally. 

Detrimental business 

outages can be 
avoided with the 

implementation of 

fundamental 
safeguards.  
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 Learn what attacks are most common right 
now 

 Recognize the key vulnerabilities attackers 
exploit 

 Understand the incident response process 
when a business is attacked 

 Learn what fundamental safeguards to 
implement to avoid these most-common 

attacks 
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We are alerted 
to the incident 
by either the 

cyber insurance 
provider, legal 

counsel,  
or IT provider 

Once that’s finished, 
we provide reports to 
fulfill any compliance 

requirements for 
reporting the incident 

If necessary, we 
provide expert 

witness testimony  

We dive in stop the 
incident from 

spreading, preserve 
evidence, identify 
root cause, and 
determine next 

steps 

Attempt 
data 

recovery 

Attempt a 
restore from 

backups 

Negotiate and pay ransoms 
to obtain decryption keys and 

restore systems 

Depending on the 
nature of the 

incident, we may: 

Conduct a 
thorough 

investigation  
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Banking Trojans/ 

Emotet 

This malware is most 

often deployed through 

a malicious email with a 

malicious attachment 

which includes 

executable files. The 

executables spread 

rapidly through systems 

and steal financially 

sensitive data. 

Ransomware 

Another form of malware, 

ransomware is most 

commonly deployed via 

compromised Remote 

Desktop access and IT 

management tools. This 

allows malicious actors to 

gain access and encrypt 

workstations, servers, and 

potentially even backups.  
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How It Can Happen: Emotet 

Attacker 

A malicious email is sent with an attached document 

masked as an invoice. 

When opened, the 

document runs a malicious 

macro which launches a 

PowerShell command. 

>_ 

The PowerShell 

command downloads 

the Emotet payload. 

Emotet combs the 

system and sends 

spoof emails from the 

victim’s account. 

Emotet scrapes for 

login credentials 

and tries to brute 

force everything it 

can on the 

network. 

It’s an extremely versatile way for attackers 

to drop whatever they want into your 

system – we often see it download Ryuk 

ransomware and TrickBot, a banking trojan.  
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How It Can Happen: Email Compromise 

Attacker Attackers gain access to an email 

account through a piece of malware 

which compromises passwords, or a 

successful phishing attempt Once inside the 

compromised email 

account, Attackers 

search the mailbox for 

emails containing 

sensitive information or 

may download the entire 

mailbox to compromise 

all the data. 

Attackers then setup email rules to hide 

communications from the owner of the 

mailbox so they are unaware of any malicious 

activities conducted by the threat actor. 

Mailboxes for HIPAA-covered 

entities frequently contain PHI. 

Because of the unstructured 

data in emails, the review 

projects to determine whose 

information is compromised can 

be hundreds of thousands of 

dollars and lead to mass 

notification. 
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How It Can Happen: Ransomware 

Remote Desktop 

A desktop inside the 

organization that is 

remotely accessible, 

commonly through 

Windows Remote 

Desktop Protocol (RDP) 

Attacker 

Attackers may acquire 

passwords if they have 

been compromised, or 

may brute-force 

passwords if they are not 

complex 
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The most common strains for 

ransomware right now are 

Ryuk, Sodinokibi, Phobos 

and Dharma 
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Safeguards Against These Attacks 

Use VPN gateways for  

remote access. 

Use multi-factor authentication 

for all possible accounts and 

services. 

Restrict Administrator access 

on workstations. 

Enforce multiple login 

lockouts. 

Increase email compromise 

awareness training 

organization-wide. 

Always patch and update 

systems as soon as possible. 

Always verify that the sender 

is valid and trusted. 

Verify backups are 

configured properly and 

tested frequently.  
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Questions & 

Discussion 
 
Thank you for joining 

today.  
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