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 21st Century Cures Act 
◦ Advance interoperability

◦ Support the access, exchange, and use of electronic health information 
(EHI)

◦ Address occurrences of information blocking 

 Final Rule
◦ promulgated by the Office of the National Coordinator for Health 

Information Technology (ONC) of the U.S. Dept. of Health & Human 
Services (HHS)

◦ Effective November 2, 2020 April 5, 2021

 Information Blocking Generally
◦ A practice that, except as required by law or covered by an exception, is likely to

interfere with access, exchange, or use of electronic health information (EHI), and the
Actor has actual knowledge, or in the case of Actors who are health IT developers,
HINs or HIEs, should know, that the practice is unreasonable and is likely to interfere
with, prevent, or materially discourage access, exchange, or use of EHI.

 Applies to the following “Actors”:
◦ Healthcare providers
◦ Health IT developers

 Subject to ONC’s Health IT Certification Program 
◦ Health Information Networks (HIN)
◦ Health Information Exchanges (HIE)

 Applies specifically to EHI, which means:
◦ electronic protected health information as defined in 45 CFR 160.103 to the extent that 

it would be included in a designated record set as defined in 45 CFR 164.501, regardless 
of whether the group of records are used or maintained by or for a covered entity

 EHI excludes:
◦ Psychotherapy notes as defined in 45 CFR 164.501

◦ Information compiled in reasonable anticipation of, or for use in, a civil, criminal, or 
administrative action or proceeding

 On April 5, 2021, Actors must not Information Block with respect to data 
elements represented in the United States Core Data for Interoperability 
(USCDI) standard.
◦ Developers of certified health IT will be subject to the conditions of certification in 45 

CFR 170.401

 Beginning October 6, 2022, the Actor must respond to requests with all EHI
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 USCDI Elements include (without limitation):
◦ Care Team Members

◦ Assessment and Plan of Treatment

◦ Procedures 

◦ Laboratory 

◦ Medications

◦ Vital Signs 

◦ Patient Demographics

◦ Clinical Notes 

◦ Provenance

 HIPAA still applies

 Where disclosure or the 
requirements facilitating 
disclosure are 
permissive under HIPAA, 
Information Blocking 
now requires disclosure 
of EHI.

Examples:

 Hospital policies or procedures that require personnel to obtain
an individual’s written consent before sharing the individual’s
EHI with unaffiliated providers for treatment purposes even if
obtaining such consent is not required by state or federal law.

 Contractual arrangements that prevent sharing or limit how EHI
is shared with patients or their healthcare providers.

 A healthcare provider has the capability to provide same-day
access to EHI in a form and format requested by a patient or a
patient’s healthcare provider, but takes several days to respond.

 A healthcare provider charges unnecessary and unsubstantiated
fees for access to EHI.

 Patients or healthcare providers become “locked in” to a
particular technology or health care network because their EHI is
not portable.
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 Two Types: 
◦ Practices that involve not fulfilling requests for EHI

 Preventing Harm

 Privacy

 Infeasibility

 Security

 Health IT Performance

◦ Practices that involve procedures for fulfilling requests for EHI

 Content and Manner

 Fees

 Licensing

•Interplay with existing privacy and security policies

•How will your organization respond to requests? 

Review, revise, develop and implement policies and procedures

•Who is in charge of determining when an exception applies?

•How will the organization document use of an exception?

•What technical practices should the organization implement and are these practices 

feasible? 

Know the exceptions and identify those key to your organization

•Who must the organization educate and how often? 

Education and Training

Proactive 

disclosure?

Has a request 

been made?

Who is 

requesting?
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The Actor must:
 Have a reasonable belief that denying the request substantially 

reduces a risk of harm to the person who is subject of EHI or another 
person. 

 Ensure that the practice is no broader than necessary to substantially 
reduce the risk of harm

 Meet at least one condition from each of the following categories: 
◦ Type of Risk

 Be determined on an individualized basis of the facts and circumstances in the 
exercise of professional judgment 

 Arise from data that is known or reasonably suspected to be misidentified or 
mismatched, corrupt due to technical failure, or erroneous for another reason.

◦ Type of Harm 
 Consistent with reasons for denial under HIPAA

◦ Implementation Basis
 Organizational policy
 Determination of risk of harm by licensed health care professional, which is 

subject to review

 What situations are applicable? 

 How do we implement utilization of 
this exception and what’s the 
process? 
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Privacy: 

Allows for the protection of patients and others against
substantial risk of harm that arises from access, use, or
exchange of EHI.

 Precondition not satisfied

 Denial of an individual's request consistent with HIPAA

 Respecting an individual's request not to share information

 Health IT developer not covered by HIPAA

• What preconditions exist? 
• HIPAA
• 42 CFR Part 2
• State Privacy laws

• Expectation of privacy
• Was a request made by the 

individual without improper 
encouragement or inducement 

Infeasibility:
Acknowledges legitimate practical challenges to responding to 
requests.

 Uncontrollable events

 Segmentation

◦ Can’t be segmented from other EHI

 Infeasible under the circumstances

◦ Type of EHI

◦ Cost

◦ Financial and technical resources

◦ Non-discriminatory

◦ Whether Actor owns/controls over a technology platform, HIE, HIN and why the
request can’t be fulfilled under the Content and Manner Exception
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 Can the EHI be provided?

◦ Can it be unambiguously 
segmented from other 
records? 

 Example: HIV Records 

 Interplay with Privacy 
Exception 

 Is the Content & Manner 
Exception applicable? 

Any determination to engage in a practice to limit the fulfillment a particular 
request should be supported by and assessed under the following:
 Content Condition: Actors must respond to a request with: 
◦ USCDI: Beginning April 5, 2020, and up to October 6, 2022, Actors must respond to a 

request with, at a minimum, the EHI identified by the data elements represented in the 
USCDI standard. 
◦ All EHI: On and after October 6, 2022.

 Manner Condition: Actors must fulfill a request in any manner requested, unless 
technically unable or cannot reach agreeable terms with the requestor to fulfill the 
request. If a request is fulfilled in an alternative manner, such fulfillment must 
comply with the following order of priority , and satisfy the Fees Exception and 
Licensing Exception: 
◦ Using technology certified to ONC standards specified by the requestor; or 
◦ Using content and transport standards specified by the requestor and published by:

 the Federal Government; or 

 a standards developing organization accredited by the American National Standards Institute (ANSI); and 

 Using an alternative machine-readable format, including the means to interpret the EHI, agreed upon with the 
requestor. 

 Who determines the Actor is 
technically unable cannot 
fulfill the request

◦ Cannot be justified by cost or 
burden

 Requires working with the 
requestor to find a 
reasonable alternative

 Adhering to the Fees 
exception
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Reporting Information Blocking 

 Information requested by ONC includes:

◦ Person or entity that requested access, exchange, or use of electronic health information 
(EHI)

◦ Type of EHI requested (e.g., lab result, medical history, diagnostic images)

◦ Type/purpose of request (e.g., patient request to access his/her records)

◦ Health IT being used by the requestor (e.g., system and version)

◦ Person or entity that denied/did not fulfill the request to access, exchange, or use EHI

◦ Health IT being used by the person or entity that denied/did not fulfill the request to 
access, exchange, or use EHI (e.g., system and version)

◦ Reason/response provided for why the request to access, exchange, or use EHI was 
denied/not fulfilled

 Additional considerations, such as alleged HIPAA violations, may be report

 Cures Act generally provides protection from disclosure under the Freedom of Information Act

 Penalties
◦ Cures Act authorizes HHS’ Office of Inspector General 

(OIG) to investigate claims of Information Blocking 
◦ Actors, other than healthcare providers, are subject to 

civil monetary penalties of up to $1 Million per 
occurrence 
◦ OIG policy not to bring enforcement action against 

innocent mistakes
◦ For healthcare providers, the OIG will refer the provider 

to “the appropriate agency to issue appropriate 
disincentives” which will be determined in future 
rulemaking
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All criteria of the exceptions must be met to fall within 
the exception

◦ Similar to how OIG treats anti-kickback safe harbors

◦ Failure to meet all criteria does not automatically mean 
that an Actor engaged in Information Blocking

◦ Requisite intent must be present

 OIG Discretion in Determining Violations
◦ Did the conduct result in, cause/have potential to cause 

patient harm?

◦ Did the conduct significantly impact the provider’s ability 
to care for patients?

◦ Was the conduct of long duration? 

◦ Did the conduct cause financial loss to any federal 
healthcare program or other government or private 
entities?

◦ Was the conduct performed with actual knowledge? 
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 Policy and Procedure Management

 Ongoing Training and Education 

 Medical Record Management 
◦ Finalizing records 

 Complaint Intake – Internal and External 

 Audit Process
◦ Documentation and use of the exceptions

◦ Corrective action 
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