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Promotional Support
Wisconsin Hospital Association (WHA) & Wisconsin Health Information Management Association (WHIMA)

We thank them for their support!
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Schedule of Events
N O V E M B E R  4 ,  2 0 2 1

Time
8:00am - 8:25am General open discussion/welcome and introductions
8:25am - 9:45am Opening Keynote: Vulnerability Management and Ransomware

Malik Binbek
9:45am - 10:00am Break
10:00am - 11:30am Data Security and Incident Response for Employers

Meghan O’Connor, Rachel Weiss
11:30am - 12:15pm Secure Telehealth and SD-WAN

Troy Ament
12:15pm - 12:45pm Lunch Break - Optional Discussion/Attendance
12:45pm - 2:00pm Closing Keynote: Proposed Changes to the HIPAA Privacy Rule

Timothy Noonan, Marissa Gordon-Nguyen
2:00pm - 3:00pm Cybersecurity Investigations and e-Discovery in Healthcare

John Bambenek
3:00pm Closing Statements

Thursday November 4, 2021



Information

Continuing Education
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CANCELLATION POLICY

HIPAA COW reserves the right to substitute programs due  to 
unforseen events.  Should you be unable to attend for any reason 
you will not receive a refund.

SESSION HANDOUTS

Session handouts will be made available prior to the conference so 
attendees may download the handouts to their mobile devices or 
print their own handouts.  An email with a link to the handouts 
will be sent to all registered and paid attendees prior to the event.

Registrations 

Registrations for all HIPAA COW events are taken ONLINE ONLY! 
Go to our website (hipaacow.org) or click on the link below to register.

Registration Fees:
 » Early Bird $50.00 (ends 9/24/21)
 » Regular $75.00

*Conference fees are non-refundable

HIPAA 101 EDUCATIONAL MATERIALS

Our website has materials specifically designed to provide an 
introduction to HIPAA basics.  These materials may be especially 
beneficial to individuals new to HIPAA.  If you have limited under-
standing of HIPAA, we recommend you view these prior to attend-
ing our conference, as our sessions tend to be more advanced.  
These materials  are available on the HIPAA COW Resources page.

If you require Continuing education credits, please email admin2@hipaacow.org after the event and a certificate will be emailed to you after  verification 
of your registration and attendance at the session for which credit is required.

Continuing Legal Education (CLE) Credits 
CLE credits will be added once approved!

HIMSS Continuing Education (CEUs)  
CEU’s will be added once approved!

 »

This is a live virtual event and will be held This is a live virtual event and will be held 
via Zoomvia Zoom
All attendees are responsible for ensuring they can connect via All attendees are responsible for ensuring they can connect via 
zoom prior to the meeting.  HIPAA COW is unable to provide zoom prior to the meeting.  HIPAA COW is unable to provide 
technical support during the conference.technical support during the conference.

Links to join the event will be sent to registrant a few days prior Links to join the event will be sent to registrant a few days prior 
to the event.to the event.

REGISTER HERE

http://hipaacow.org
https://hipaacow.org/resources/
mailto:admin2%40hipaacow.org?subject=
https://events.r20.constantcontact.com/register/eventReg?oeidk=a07eh9e4qle295f8457&oseq=&c=&ch=
http://events.r20.constantcontact.com/register/event?oeidk=a07eiftmoxa138d9b8e&llr=7xtbtyiab


Keynote Session - Vulnerability 
Management and Ransomware
Malik Benbek, Qualys

Many organizations struggle with a place to start regarding system security. Using the framework of the three 
Ps People, Process, and Technology, Malik will provide guidance on building security programs around Patch 
Management. This presentation will take a deep dive into: 

• Vulnerability Management,

• Ransomware,

• Policy Compliance, and

• Security Misconfigurations

Data Security and Incident Response for Employers
Meghan O’Connor | Rachel Weiss, Quarles & Brady

Almost every news cycle, there seems to be a new report of organizations affected by ransomware, phishing attacks, or 
other cyber incidents. Ransom demands are also increasing. This session will discuss the complexity of responding to 
a security incident as an employer in the health care industry, including the important roles of HR, IT, and operational 
departments in incident prevention and response.

Secure Telehealth and SD-WAN

Troy Amnet, Fortnet Field
• *Session description coming soon!
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Thursday November 4

8:30am - 9:45am

10:00am - 11:30am

 11:30am - 12:15pm



Closing Keynote: Proposed Changes to 
the HIPAA Security Rule
Timothy Noonan | Marissa Gordon-Nguyen, OCR

Timothy and Marissa will provide an overview of proposed changes to the HIPAA Privacy Rule that include: 

• Strengthening individuals’ rights to access their own health information, including electronic information. 

• Improving information sharing for care coordination and case management for individuals. 

• Facilitating greater family and caregiver involvement in the care of individuals experiencing emergencies or 
health crises. 

• Enhancing flexibilities for disclosures in emergency or threatening circumstances, such as the Opioid and 
COVID-19 public health emergencies. 

• Reducing administrative burdens on HIPAA covered health care providers and health plans, while continuing 
to protect individuals’ health information privacy interests.

Cybersecurity Investigations and e-Discovery in Healthcare
John Bambenek, Netenrich, Inc.

Health care information is some of the most sensitive and regulated information that exists. This creates unique chal-
lenges to investigate and respond to cybersecurity incidents or discovery requests. Ransomware, in particular, provides 
unique challenges to healthcare victims now that ransomware operators are threatening to disclose data. This talk will 
cover those challenges and highlight best practices for organizations dealing with evidence challenges in healthcare.
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12:45pm - 2:00pm

10:00am - 11:30am
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Speaker Bios
Troy Ament, Fortinet Field 
Troy is the CISO for Healthcare brings more than 20 years of experience to Fortinet transforming information technology 
and security programs, with 14 years in the healthcare sector as an executive overseeing clinical technology implementations 
and serving as the Chief Information Security Officer at two of the largest integrated health delivery systems in the United 
States. Troy has been instrumental in forming multiple healthcare cybersecurity boards that focus on the medical device 
and IoT security and national healthcare cyber security task forces and engaging the education sector to produce more 
healthcare cyber security graduates and professionals.  Troy has extensive public speaking experience at multiple national 
and regional conferences, speaking to members of congress, senate, and government agencies educating and advocating 
for healthcare cyber security.  He holds degrees in computer information systems from the University of Mary and North 
Dakota State College of Science.

John Bambenek, Netenrich, Inc.
John Bambenek is Principal of Cyber Intelligence and Threat Hunting at Netenrich, Inc and has been working in cybersecu-
rity and investigations for over 20 years. He has led large international investigations into ransomware, election manipula-
tion, and other large profile cybersecurity threats. He currently tracks extremist cryptocurrency fundraising by neo-nazi and 
other hard-right groups in the United States and abroad. He has served as a pro bono expert witness for litigation against 
those groups to help recover damages for victims of those groups. He is currently finishing his PhD at the University of 
Illinois in Informatics studying cybersecurity machine learning.

Malik Benbek, Qualys
Malik is the Senior Technical account Manager with Qualys. He has worked at Qualys for three years helping businesses 
with both Vulnerability Management Program and their Security Misconfigurations. Before working at Qualys, he worked 
as consultant building security programs around Patch Management and the three Ps People, Process, and Technology. A 
good amount of this time was spent reengineering processes and creating new processes to using Lean methodologies. Prior 
to consulting, Malik worked in an ARC (Academic Research Center) for 11 years in the roles of Security Architect, Solutions 
Architect and ITSM Management.

Marissa Gordon-Nguyen, OCR
Marissa Gordon-Nguyen is the Senior Advisor for Health Information Privacy Policy in the Office for Civil Rights (OCR), 
U.S. Department of Health and Human Services (HHS). In this role, she leads OCR’s administration of the HIPAA Rules 
through rulemaking initiatives and the development of sub-regulatory guidance. She also advises federal agencies, advisory 
committees, and congressional offices on aspects of the HIPAA Rules and their underlying privacy and security principles, 
among other responsibilities. Marissa earned her Law Degree from Georgetown Law and her Master of Public Health from 
the Johns Hopkins Bloomberg School of Public Health.

Timothy Noonan, OCR
Timothy Noonan is the Deputy Director for Health Information Privacy, at the Office for Civil Rights (OCR), U.S. 
Department of Health and Human Services. The Health Information Privacy Division administers and enforces the Health 
Insurance Portability and Accountability Act (HIPAA) Privacy, Security, and Breach Notification Rules and the Patient Safety 
and Quality Improvement Act and Rule through investigations, rulemaking, guidance, and outreach. Previously, Tim served 
in OCR headquarters as the Acting Associate Deputy Director for Operations and the Acting Director for Centralized Case 
Management Operations.  Tim joined OCR as the Southeast Regional Manager in November 2013.  Prior to joining OCR, 
Tim worked for the U.S. Department of Education, Office for Civil Rights, and was a shareholder in a Michigan law firm.  
Tim is a graduate of Michigan State University and Wayne State University Law School.

Meghan O’Connor, Quarles & Brady
Meghan O’Connor is Chair of the Quarles & Brady Health Information Technology, Privacy & Security Team and the Office 
Chair of the Health & Life Sciences Practice Group. She provides strategic counsel in the areas of data privacy and cyberse-
curity, regulatory compliance, information governance, risk management and incident response, and commercial contract-
ing matters, including complex data sharing initiatives, innovative health IT, information blocking, and federal and state 
privacy laws. Meghan also serves as the firm’s Privacy Officer.

Rachel Weiss, Quarles & Brady
Rachel Weiss is an attorney in Quarles & Brady’s Health Law Practice Group and Data Privacy & Security Industry Team. 
Her practice includes assisting health care providers, health plans, and other organizations with a variety of issues, including 
the HIPAA Privacy and Security Rules; 42 C.F.R. Part 2; data breach prevention, response, and investigations; and state data 
privacy and confidentiality laws. She is also a former co-chair of HIPAA COW’s Security Networking Group.



Thank you to our 2021  
HIPAA COW Sponsors

Gold

Silver

Bronze
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https://www.hallrender.com/
https://www.quarles.com/
https://www.wipfli.com/
https://www.gklaw.com/
https://www.boernerconsultingllc.com/
https://hrtconsultingservice.com/
https://www.vonbriesen.com/
https://www.huschblackwell.com/
https://www.huschblackwell.com/
https://www.nutanix.com/
https://www.reinhartlaw.com/

